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Section 1 — Contact Information

The NC4 Support Center is available to answer any questions regarding the portal or to provide a walk-through
of the tools within the system.

The NC4 Support Center is available Monday through Friday, from 8am to 8pm EST.
Phone: 804-744-8800 or 1-877-624-3771
Email: helpdesk@nc4.us
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Section 2 — Getting Started
System Requirements

Browser

To ensure proper functionality, use a recent version web browser such as Netscape Navigator or Internet
Explorer. Maintain the latest version of any browser in order to keep security vulnerabilities to a minimum!
The web browser must have 128-bit encryption and allow cookies in the browser and through the firewall.

128-bit Encryption

The browser should be a domestic version or an International version that supports the necessary encryption.
International versions cannot always handle the strong encryption. (Note: Some later versions of Internet
Explorer do not come with the 128-bit encryption installed and the separate High Encryption Pack must be
downloaded.) Check with the manufacturer of the browser to verify the usage of the stronger encryption.
Some countries prohibit stronger encryption packs.

Checking for Encryption

Netscape

1. Click on “Help” on the right hand side of the toolbar.
2. Select “About Netscape.”

3. If this page does NOT have the following information listed in bold in the middle of this screen then your
browser does NOT support 128-bit encryption. “ This version supports high-grade (128-bit) security
with RSA Public Key Cryptography, DSA, MD2, MD5, RC2-CBC, RC4, DES-CBC, DES-EDE3-CBC.”

4. Please go to Netscape.com and download a current browser or High Encryption Pack.

Internet Explorer
1. Click on “Help” on the right hand side of the toolbar.
2. Select “About Internet Explorer.”

3. Ifthe “Cipher Strength” is listed as anything less than 128-bit encryption then your browser does NOT
support 128-bit encryption.

4. Please go to Microsoft.com and download a current browser or High Encryption Pack.

Cookies

Cookies must be allowed through the browser and firewall. A cookie is a small piece of information, often no
more than a short session identifier that the HTTP server sends to the browser when the browser connects for
the first time. Cookies cannot be used to steal information. They can only be used to store information that
was provided at some point. Cookies are used to manage the site. Without cookies, the connection does not
occur and users cannot navigate the site. To manage cookies in the browser, go to the “Preferences” or
“Options” menu and select the ‘Select All Cookies” option.

14
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Enabling Cookies

Netscape 4.X

1. Click on “Edit” on the right hand side of the toolbar.
2. Select “Preferences.”

3. Click on the “Advanced” tab.

4

Under “Cookie” heading, select “Accept only cookies that get sent back to the originating server” and click
on “Okay” at the bottom.

Netscape 6.0+

1. Click on “Edit” on the right hand side of the toolbar.
Select “Preferences.”

Click on the “Privacy and Security” tab.

Click on the “Cookies” tab.

a > w DN

Select “Enable cookies for the originating website only” and click on the “Okay” button at the bottom.

Internet Explorer (IE) 5.0

1. Click on “Tools” on the right hand side of the toolbar.

Select “Internet Options.”

Click on the “Advanced” tab. In older versions of IE, the cookie setting will be under the “Security” tab.

Scroll to the “Security” heading and “Cookies” will be listed as a sub heading.

a M WD

Select “Always Accept Cookies” and click on the “Okay” button at the bottom.

Internet Explorer 6.0

1. Click on “Tools” on the right hand side of the toolbar.
Select “Internet Options.”

Click on the “Privacy” tab.

Click on the “Advanced” button under the Settings area.

a > w DN

Click in the “Override automatic cookie handling” box. Under “First-party Cookies” and “Third-party
Cookies” columns, select “Accept.” Click on the “OK” button and close out screen.

Registration

In the URL address line, type in the web address for the portal (Note the ‘s” in https:// - for Secure Socket
Layer). Itis recommended to bookmark this site or set it as the default Home page. In order to register for the
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Portal, complete the 6-step registration process. The entire application must be completed to receive approval
into the portal.

T Contact your Organizational Administrator (OA) or the Support Center BEFORE registering to
the portal. It is critical to obtain an Organizational ID to enter in during the registration process!
Your OA is the point of contact for your group within the portal and more than likely the person

who asked you to register to the portal.

Step 1: Click link to Register

1. Atlogon page, click the link that says, “If you were invited to join, click Here to register (see Figure 1.0).”

2. If the link is not on the logon page, an invite must be obtained from an administrator. That invite will
contain a link, which will go directly into the first page of the registration or Step 2 in this process.

AT A HIGHER LEVEL

ATTENTION:
This system contains U.S. Government Data.

Unauthorized use of this system is prohibited.

EXTRANET This system contains data belonging to the U.S. Govemment. This computer system, including allrelated equipment
m SECURE networks, and network devices (specifically including Internet access) are provided only for authonzed U.S.
FORTALS Govemment use. U.S. Government computer systems may be monitored for all lawful purposes, including to ensure
Usamame: _ that their use is authorized, for management of the system, to facilitat2 protection against unauthcrized access, and 1o
verify security procedures, sunvivabiity, a1d operational secunty. Moritoring includes active attaces by authorized
Password: — U.S. Government entities to test or verify he secunty of this system. During i may be
recorded, copied and used for authonzed purposes. Al Including personal information, placed or sent
m over this system may be momtored

Use of this computer system, authornized or unauthonized, constitdes consent to monitoring of this system
Unauthonzed use may subject you to criminal prosecution. Evidence of unauthonzed use collected duning monitonng
may be used for administrative, ciminal, or other adverse action. Use of this system constihdes consent fo monitoring
for these purposes

Use of this system implies understanding of these terms and conditions.

Figure 1.0 — Logon Page

Step 2: Create Username

1. Enter first name, last name, organization ID, and username. Fields identified with an asterisk (*) are
required (see Figure 1.1).

The username must be between 3 and 40 characters. The username cannot;:
Contain any spaces

Use any of the following special characters, as they will be stripped out upon processing: “#,” “&,” “<,” or
H>.!1

5. Once a username is selected, it can only be changed by Site Administrators. Please choose a username
that is unique and not obvious to others.
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6. Click on the “Continue with Registration” button.

You will need an o complets the

B you d0 not have ane, your 9¢_fixs Point of Conta

¥ ot alread, s system, cortac e ac_1ps EGP Group Helg Desk at w5 o in order 1o have your crpanization established 50 hal it can parlicipale on Mis system
* Required Fiolds
o 1

*Last Name Your usemame cannot:
* Drganization 10

* contain any spaces
= 5o any of Me followang special characiers,
&S they will be Sipped oul upon ProCESSING. ¥, 74", "<, or™"

| Contnue with registratin |

Figure 1.1 - Create Username
Step 3: Create Password/Select Security Questions

Enter a password. Re-Enter password for verification. The password must be: (see Figure 1.2)
Between 8 to 15 characters

Contain AT LEAST one upper case letter, one lower case letter, and one special character (such as an
asterisk *, dollar sign $, or exclamation mark !).

4. Choose a unique password and avoid using personal information such as name, phone number, address
or any other easily accessible information.

Select two security questions from the drop down list (see Figure 1.2).

Type the answers in the text box located under each question. These questions are used by the Support
Center or other administrators for extra security if there is ever a problem with your account or if you
unable to logon, so please provide answers that you can remember if needed.

7. Click on the “Continue with Registration” button to continue to the next step of registration.

T Since strong passwords are not necessarily easy to remember, it is recommended to create a
scheme. In the example in the song, “Twinkle, Twinkle Little Star”, type the first letter of every
word within the line: Twinkle, Twinkle, little star, how | wonder what you are

The password would be: ttishiwwya. To meet the password requirements, change some of the
characters to a capital letter and a special character, with the final password becoming:
ttLsh!wwy@.

-mmnm;am«rwmommuwmn please contact cur ESF Group Help Desk
Required fiedds are indicated by

* one special character (shifl-number)
* one uppercase charactor

s one lowedcase character

» and NOT contain any spaces

| Please select queston 1 w Sebect and Answer Two Addiional Security Guestions:
iswor First Queston Here

These g ¥ -w.....ammn‘mnnmraﬂmnmm,mramumm:m Fnrunmm ¥ y0u ever need 10 have your password reset of if you need to
ease select queston 2 « have rour account status changed. the ste may ask you one of both of a in acdibon o other

swer Second Question Hene

Figure 1.2 - Create Password
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Step 4: Enter User Information

1. Enter email address, phone number, fax number, text pager (email format), and employer information
within the appropriate text boxes. Required information is marked with an asterisk (*) next to the field
name (refer to Figure 1.3).

2. Click on the “Continue with Registration” button to submit the registration.

I you ane hanang any Fouble with Bis registration, please contact sur ELP Group Help Desk
fedds are indicated by a ™" ™.
Fiokds

7 Help

Contnue with regisiration

Figure 1.3 - Enter User Information

Step 5: Confirmation

After submitting the registration, a confirmation screen is displayed (see Figure 1.4).
As stated on the confirmation screen, the application process is not yet completed.

Check the primary email account provided in the registration for an email from this sender:
notifications@espgroup.net.

4. Click on the hyperlink included in the email to complete the registration process (see Figure 1.5). If the link
wraps into two separate lines, cut and paste the entire link into the URL bar of the browser. Click on the
link one time. Do not double click or an error message is displayed (see Figure 1.7).

5. Atter clicking on the link, the registration is submitted for the appropriate reviews and approvals. The
account has NOT been approved yet (see Figure 1.6).

Step 6: Approval

1. A final email notification is sent to the primary email address provided in the registration when the
administrator has approved the account.
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| ogsiavon

Thank you for Biling oul e online agplicaion 1o register 1o the portal

Your application is not yat complete.

ouw will receive a verification emad b the primary emall address you lisbed in your orline askyouto ¥ The email a hyperiink with eiher he word Vedify' of 2 long string of characters Mat you must cick on in ceder by complete your application. If you do
ot vesify your apglication by cickng cn this Bnk. your approved This step 15 o being for this accourt

Once you have confimed your application. yous Administrator will be naified of your completed applicabion. Once Four A0MINiralor aporoves your account. you will recenve a final emai le@ng you knaw Mat you e able ko log info the USEMAMmE wunng.
registration

Wyt need 50U want 10 Make SUNE FOUr IPRICIBON i3 complets, please contact e ESP Group Help Desk

[Rowmiolognpage |
Figure 1.4 - Confirmation

ik

S Make sure the correct email address is entered to receive a confirmation of the registration. The
confirmation-email is sent to the first email address list in the application. Contact the Support
Center immediately if the email address is entered in error or if the confirmation-email is not

received the same day of submitting the application.

& Portal ifienti To | Bkela ice@ncd us |
DEN32010 DF51AM e | 1
=

rotificabonsifesnarou. net |

Subject |z applicason |

Thiz cmsil address wes uaed To Tegiscer £oT & DEW ATCoUDT on the qo Fortal.

Te complete you.
and paste all 1

%, you must either click on the Ryperlizk shown belovw or cut and paste the following URL inte your browser. (If the URL wraps inte multiple lines, you will need to out
r browser's URL line in order to complete your applicatien).

<a hrzef="hrips://hain.ge espgrey

et/ /signup/verify. cfnad=g o r R TR I TIDOAS4BDOE44DCHREI4I2FI2 "ohrTpe//

Rain.qc.eapgroup. net/ aignup/ 1Ly, cImTid=EllEFIELFTFESIIFIDOASABDOE44DCAAIZNIIFIIC/ 0>

If you need assistancs: confizming

sization or if you have problems clicking on the above hypezlink, please contect the Help Desk st (266) 227-8201 or email belpdeskinci.usz.
The Help Desk is available Monday throug

riday from 8:00am to 8:00pm EST.

If you DID MWOT register for a new account, please contact sur help desk to have your applicaticn deleted immediately ©o prevent potential improper use of this systes.

Figure 1.5 - Example of Confirmation Email

approved )

Your has completed apolication. Once your adminisiralor spproves your account, you will receive a confirmation email that your sccount has been approved (You wil not be able 1o log into e portal sl your account is

I you harve ny questions regarding rour account stalus, please contac e Heldp Desk al 1-066-827-6201 or us. The available Monday hrough Fiday from 800am lo 8:00pn EST

Figure 1.6 — Completed Confirmation Message

“¥ou have coma to this page in emor

I jou were ying 1o compiete 3 niew spplication by 2 Nink e of

1. You tried to confirm your applicalion more than ence. Applcations ca1 anly be confimed cae ime.

2 You link, which tha applicaion 55 quickly you @ net s 1l and then prrsantod rou with Biis eror message (7 ¥ou b )

3 You I URL browser. Il he email and past he URL line of rour browser
iryou need = fi Suare poust 3pplicalion is complet, please contad our Help Dosk 211-886-827-6201 or email helpdeski@ned us

Figure 1.7 — Confirmation Error Message

Logon to Portal

1. Go to the portal’'s logon screen. The URL is provided in the approval email.
2. Enter the username and password created during registration.
3. Click on the “Log In” button.
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Depending on the desktop configuration for the particular portal, the desktop will have one of three different

looks (see Figures 1.8, 1.9 or 1.10).

Collaboration Tools
Secure Messaging (36 unread)

Please contact the NC4 Support Center with any questions or concerns regarding this portal.

NC4 Support Center (877) 624-3771.
Welcome to the ESP Group HQ Community Secure Portal.

This system will allow all contractors of the system to collaborate with
one another and with the government in a secure mode. Unless specific
authorization for collaboration is given, all contractor data will

remain strictly fidential to the organizati personnel who posted

We hope you find this system useful as it continues to grow in
capability for you.

Admin Tools
Wﬁm«m

S DR The ESP Group, LLC.
R

Figure 1.8 — Original Desktop

N e Document Finde
h Chek to search documed
- Secure Messaging
You have ne new M Searen the portal orary
-Seau(l
¥ Libwary
N new iprary documants
Applications
# Forum Discussions
No e forum messapes
o Cher # jou ned assistance. o)
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Figure 1.9 — Portlet Desktop

Work Space Collaboration NC4 Support

What's New

) Secure Messaging
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Figure 1.10 — Advanced Navigation (Upgraded Menu) Desktop
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Frequently Asked Questions (FAQS)

1. How do | know if | have a browser capable of 128-bit encryption?

Please refer to the Checking for Encryption section of this manual.

2. How do | see if | have cookies enabled in my browser?

Please refer to the Enabling Cookies section of this manual.

3. How do | register to become a NEW member of the Management Portal System?

Go to the URL listed in this manual and click on the “If invited to join, click “Here” to register!” link.
Complete the four step registration process by following the on-screen directions. For detailed
procedures, refer to Registration.

4. How can | view the portal in Spanish or Portuguese?

Click the language you would prefer on the top left hand side of the logon page. Refer to tip box under
Step 1: Click link to Register.

5. Are there any special requirements for creating a username and password to access the system?

For all portal members, usernames may be any combination of letters, numbers and/or special
characters and at least 3 characters long. Your password must be between 8 and 15 characters,
containing at least one uppercase letter, one lowercase letter and one special character. Refer to
sections Step 2: Create Username and Step 3: Create Password/Select Security Questions for details.

6. What is my Organization ID?

Your Organization ID is a numeric code assigned to your facility. Contact your Organizational
Administrator or the Support Center for your ID. You must have the correct Organization ID on your
registration application for approval.

7. How will I know when my application has been approved?

You must complete two steps before your account will be approved. First, you must complete an on-
line registration application. Once completed, you will receive an email verification of your request for
access. You must click on the link in the email. Please refer to Step 5: Confirmation for additional
information.

8. How do | log into the system?

AFTER you have completed the registration process and received a notification of approval, go to the
URL of the site and enter the username and password you created in the registration process to access
the system.

9. What happens if | do not fill out the entire application? Can | go back later and finish where | left off?

If you start an application and do not complete it, you cannot go back and retrieve it. Once an
application is started, the username in the application is reserved and cannot be re-used by any other
applicant. You can, therefore re-register using another username, but not the username selected in the
first application attempt.

10. When I try to log into the system, | receive a message that says, “Unauthorized Access.”

You have either typed your username and/or password incorrectly or have not been approved to the
site. Remember that usernames and passwords are case AND space sensitive. Try your
username/password again and if you are still unsuccessful, please contact your Organizational
Administrator or the Support Center to have your password reset. If you try your username/password
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combination incorrectly more than five times, your account will be automatically locked. When your
account is locked, you will not be able to access the system even if you use the correct
username/password combination.

11. What happens if | forget my password and/or username and how do | have my account unlocked?

Please contact the Support Center to have password reset and/or your account unlocked.

22

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
11-10110-010



COMPLETE PORTAL USER GUIDE

Section 3 — Alerts

The core tool, Alerts is very similar to the core tool, Secure Messaging. Depending on the assigned user right,
users can view, compose, send, search, archive and delete alerts. Within this tool, there are four user level
rights:

System and Community Administrator
Regular User

Posting

Alert Admin

System and Community Administrators can compose, send, manage alerts and view response reports.
Regular users can view, search, archive and delete alerts that they have received. The Posting user has the
same rights as the regular user and can compose alerts as well as view drafts and send alerts from the alert
list(s) within their compartment. The Alert Admin user has the same rights as the Posting user and can
manage alert lists. The Alert Admin user can delete the alert list at which time that user loses that access right.
Another feature available to any user is the “Alert Options,” which allows users to forward alerts to another
device (e.g., external email or cellular phone).

To access Alerts, select the “Alerts” link from the Home page, under the Collaboration Tools menu. Alert
features are displayed in the navigation bar based on the user right.

Viewing and Deleting Alerts

All users can view and delete alerts that they have received (see Figure 1.0). Received alerts are listed in the
“Alerts” folder by addressee, date sent, priority level, subject title, and the options to “Archive” or “Delete.”

Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

older
Archive Delete

Figure 1.0 — Alerts Main

View Alert
To view an alert within the “Alerts” folder, click on the subject title.

As shown in Figure 1.1, the alert message and any attachments associated with the message are displayed.
To view multiple alerts, select the “Next Alert” or “Previous Alert” links from the navigation tab. To return to the
alerts folder, select the “List Alert” link.
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Compose New Alert | Archive | Delete | Next Alert | Previous Alert | List Alerts

You have 10 alerts in your Aleris folder

|
Karla Rice | May 3, 2010 11:59:03 AM Testing Please Disregard May 7, 2010 12:40:45 PM

— B
I -

Figure 1.1 - View Alert

Delete Alert

To delete an alert within the “Alerts” folder, select the appropriate check box and click on the “Delete” button.
The confirmation screen is displayed. Once the “Delete” button is selected, the alert cannot be retrieved. Click
on the “Do Not Delete” button to retain the alert in the “Alerts” folder for further action.

Compose Alerts

Users with System Administrator, Community Administrator, Posting, and/or Alert Admin rights can compose a
new alert. Click on the “Compose New Alert” link from the “Alerts” folder. A data screen displays address,
subject and attachment fields; an alert priority level option; message area and “Send” and “Save Draft” options
(see Figure 1.2). To complete the data screen, perform the following steps:

1. Select the “Orgs”, “Users” and/or “Alert Lists” check boxes under the address book.
Click on the “Refresh List” button and the address book is automatically updated with recipients.

3. Type in the name of a user, alert list, or organization in the “Search” field to find a recipient, and click on the
“Search” button.

4. Highlight the recipient from the address book and click on the “Insert Recipient” button. The “To” field is
automatically updated with the selection. To remove a recipient, select the “Remove Recipient” button and
the “To” field is updated.

5. Select the “Eyes-Only?” check box to ensure only users within the address will see the alert. This option
also disables the ability to send an alert unencrypted to the recipient’'s external email address and
attachments.

6. Type the subject name in the “Subject” field.

Select any attachments by using the “Browse” button, select the file, and click on the “Attach” button. A
new box is displayed with the attached file.
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e Use the scroll bar to maneuver the list of users. To select multiple user names in a row, hold the
shift key and highlight the names, select the appropriate user right, and click on the “Insert
Recipient” button. To select more than one user and skip users within the list, hold the Citrl key,
highlight the names, and select the “Insert Recipient” button.

Once organizations or alert lists are selected, the portal users within the organization or lists will
receive the alert.

8. For the “Alert” section of the data screen, determine if the alert needs to be sent to all recipients. If so,
select the “All Hands Alert” check box.

9. Use the drop down arrow to select the alert priority level.

10. Complete the message area and select the appropriate send option radio box.

11. Click on the “Send” button to send your alert or click on the “Save Draft” button to save the alert as a draft
and send it later.

Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

Address Book
Orgs (ASE Secrue Portal) (Organization) 8]
O Users AjemianLayer (Organization)

- BlackFlag (Organization)
- Nl_ert E"sll Burton Group (Organization)
Uc Busi Emergency Operations Center (Organization) ~

P Insert Recipients
I (100 recipients selected. Add recipients from the Address Book ist)

O Eyes-only? @

I alert notification is selected the subject will be sent cut unencrypted

To attach a file, use the "Browse" button to select the file, then click "Attach”.

Selecting Eyes-Onlywill disable the ability to add and send attachments

O All Hands Alert?

Priofity: High  ~

O Send body of alert, unencrypted, to recipients’ external email address.
Attachments will not be sent externally.
Selecting Eyes-Only will disable this option.
© Notify recipient that they have an alert but do not include the subject line.
C Notify recipient that they have an alert and include the subject line in the notification.
© Send Alert notification only.

Figure 1.2 — Compose Alert

Archive Alerts
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View Archived Alerts

1. To view archived alerts, click on the “Archived Alerts” link from the navigation bar.

2. The “Archived Folder” is similar to the “Alerts Folder” with the addressee, date, priority level, alert title, and
an option to delete the alert (see Figure 1.3). To view the details, click on the subject title and the archived
alert is displayed.

Alerts | Compose New Alert | Archived Alerts | Sent Alents | Drafts | Search | Alert Lists | Management | Options

have 1 alerts in your Archived Alerts folder

Figure 1.3 — Archived Alerts Folder

Archive Alerts

1. Select the appropriate check box and click on the “Archive” button or click on the u icon. The alertis
sent to the “Archive” folder.

2. To select multiple alerts for archive, click on the check box next to the alert’s subject title and click on the
“Archive” button at the bottom.

3. A confirmation screen is displayed (see Figure 1.4). Once the “Archive” button is selected, the alert
cannot be moved back into the “Alerts” folder. Click on the “Do Not Archive” button to retain the alert within
the “Alerts” folder.

Are You Sure?

[ Archive | [ Do Not Archive |

Figure 1.4 — Archive Confirmation

Sent Alerts

Users with System Administrator, Community Administrator, Posting and/or Alert Admin rights can view sent
alerts.

1. Click on the “Sent Alerts” link from the “Alerts” folder. Sent alerts are identified by addressee, date it was
sent, priority level, subject title, and the option to delete (see Figure 1.5).

2. To change the page size and view additional alerts on the screen, click on the “Change Size” drop down
list located at the bottom left corner. Highlight the size. Click on the “Change Size” button.
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Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

May 3, 2010 12:00:53 PM

Figure 1.5 - Sent Alerts Folder

3. Toview the sent alert, click on the subject title. The person who sent the alert, date sent and read, subject
title, priority level, and the alert message are listed (see Figure 1.6).

To view multiple alerts, click on the “Next Alert” or “Previous Alert” links from the navigation tab.
To return to the “Alerts” folder, select the “List Alerts” link.

To delete the alert, click on the “Delete” link. Once deleted, it cannot be retrieved.

Compose New Alert | Delete | Next Alert | Previous Alert | List Alerts

May 3, 2010 12:08:59 PM

Figure 1.6 - View Sent Alert

Sent alerts can also be deleted by selecting the appropriate “Delete” check box (see Figure 1.6).

Click on the “Delete” button. If more than one alert is checked, click on the “Delete” button at the bottom
and the selected alerts are deleted.

9. A screen is displayed to confirm the delete action (see Figure 1.7).

10. To delete, click on the “Delete” button. To retain the alert, click on the “Do Not Delete” button and the alert
is maintained in “Sent Alerts” folder.

Are You Sure?

| Delete | | Do Not Delete |

Figure 1.7 — Delete Alert Confirmation

Resend Alerts
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Users that have sent an alert can resend the alert to the entire user list, partial user list, or to non-responders.

1.

Click on the “Sent Alerts” link from the Alerts Folder (see Figure 1.0). The user is taken to the Sent Alerts
Folder, where the recipient, date sent, priority, and subject are displayed (see Figure 1.5).

Click on the “Alert Status” link.

Click on the “Resend to non-responders” button. By choosing to resend to all non-responders, the alert will
automatically go out (see Figure 1.8).

Click on the “Resend to all recipients” button, allowing the user to modify the recipients list and the
message if desired (see Figure 1.8).

Alerts | Compose New Alert | Archived Alens | Sent Alerts | Drafts | Search | Alert Lists | Management | Options.

There are 2 Total Sent records.
| Resend to non-responders | [ R d to all recipients |

Show Non-Responders | Show Responders
Status Action Date

ESF Group HQ Read None
RICE, KARLA ESP Group HQ Read May 3, 2010 12:09 PM

Figure 1.8 - Alert Status

The current recipients are displayed in the recipient’s box and the message previously sent is displayed.
Follow the instructions detailed above in the “Compose Alerts” section (see Figure 1.2) to add or delete
recipients and to modify the message.

Click on the “Send” button.

View Responses

Any user that can compose and send an alert may view responses.

To view a response record from the “Sent Alerts” folder, click on the “Alert Status” link next to the subject
title. The subject title, last date issued, alert priority level, and responses to the alert are listed (see Figure
1.9). In the example, one user has responded to the alert. The response record shows the name of the
user, status (i.e., read, archived, deleted), and the date for the action.

Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

May 3, 2010

There is 1 Response record.
1 Resend to non-responders I I R d to all recipients ]

Show Non-Responders | Show All Recipients
Status Action Date

RICE, KARLA ESP Group HQ Read May 3, 2010 12:09 PM

Figure 1.9 — Show Responders
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To view all recipients who were sent the alert, click on the “Show All Recipients” link under the “Status”
field.

The total number of response records sent and status are displayed.

To close this window and return to the folder, click on the “X” in the right hand corner or use the drop down
option under “File” to close the window.

To view users who have not responded to the alert, click on the “Show non-responders” link under the
“Status” field.

To resend the alert, click on the “Resend this alert...” link (see Figure 1.10).
A message is displayed confirming the re-send action.

To close this window and return to the folder, click on the “X” in the upper right hand corner or use the drop
down option under “File” to close the window.

Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

[ Resend to non-responders ] [ Resend to all recipients ]

Show Responders | Show All Recipients
Compartment Status Action Date

HAUCK, CHRISTIN ESF Group HQ Read None

Figure 1.10 - Show Non-Responders

Alert Drafts

Users with System Administrator, Community Administrator, Posting, and/or Alert Admin rights can view draft

alerts.

1. From the “Alerts” folder, click the “Drafts” link from the navigation bar.

2. Each draftis listed by addressee, date it was sent, priority level, subject title, and the option to delete (see
Figure 1.11).

3. To delete a draft alert, select the appropriate check box “Delete” and click on the “Delete” button. If more

than one alert is checked, click on the “Delete” button at the bottom of the screen and the selected alerts
are deleted.

The confirmation screen is displayed to confirm the delete action. Once an alert is deleted, it cannot be
retrieved.

Click on the “Delete” button of the confirmation screen or select the “Do Not Delete” button to retain the
alert in the “Drafts” folder.
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To change the size of the page length, select the size using the down arrow located on the bottom left corner
and click on the “Change Size” button. To view a draft, click on the subject title and the “Compose Alert”
screen is displayed.

Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

You have 5 alerts in your Drafts folder

Jun 3, 2009 2:10:19 PM Figh

Mar 17, 2008 12:47:25 PM Figh

Figure 1.11 - Drafts Folder

Search Alerts

All users may search for alerts within their “Alerts” folder.

Click on the “Search” link from the navigation bar.

N

The search screen is displayed, which allows users to search for alerts they have received, archived, or
sent (see Figure 1.12).

Complete any of the fields listed below.
Click on the “Search” button.
Use the drop down arrow in the “From” field and highlight the user name.

Enter the subject name or type in keywords in the “Content By Keyword” field.

N o g &~ w

Use the drop down arrow to select a status, which is, received, archived, or sent.

Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

| Search |
Figure 1.12 — Alert Search Folder

The “Alert Search” folder is displayed with the search results.
To view the alert, select the subject name.

10. To delete or archive the alert, click on the check box and select the appropriate button at the bottom.

11. To select multiple alerts for archiving or deletion, click on the check boxes next to the alert titles and select
the appropriate button at the bottom.
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Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

Archive Delete

Cruz, Christopher Jul 21,2009 2:48:47 PM High 2 LW
Figure 1.13 - Alert Search Result

Alert Lists

Create Alert Lists

Users with System and Community Administrator, Posting, and/or Alert Admin rights can create alert lists for a
particular organization, alert group, or users to send alerts. To create an alert list, perform the following steps:

1. Click on the “Alert Lists” link.
2. Click on the “Create New Alert List” link (see Figure 1.14).

m Return to Alerts | Create New Alert List | Alert Lists

Use the Alert Lists feature ta create your own kists of users. Then use the alert bist when sending Alerts.

To manage the users in the alert list. chick on the aler kst name.
To defete an alert ist, chick on the "Delete” button next to the alert bst's name:

Manage Users in Alert Lists Delete Alert List

Figure 1.14 - Alert Lists

As shown in Figure 1.14, to manage the users in a current alert list, click on the alert name and a screen
prompts for additional data. To delete a list, click on the “Delete” button.

In Figure 1.15, enter the name of the alert list and click on the “Create” button. To cancel and return to the
“Alerts” folder, click on the “Cancel” button.
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m Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

To create an Alert List you must first name it. Typa in an alert name below, then click "Create”
You will then be prompted to enter the remaining data for the Alert List

e S S S —

Figure 1.15 - Create Alert List

Manage Alert List Access

Once the alert list is created, a screen is displayed for selecting users. To change the alert title, type in the
new name in the “Alert List Name” field and click the “Update Alert List” button at the bottom of the data
screen.

To select the users for the alert lists, perform the following steps:

1. Click on the “Orgs” and/or “Users” check box and select the “Refresh” button. The “Users Not in the Alert
List” field is updated.

Select the users that will receive the alerts by clicking on the name.

w

Click on the appropriate radio box to select the user right (i.e., Alert View Only Access, Alert Admin Access,
or Alert Posting Right).

4, Click on the _’| button to move the user into the “Users in the Alert List” field. To remove a user, click on
the ;] button and the user is returned to the “Users Not in the Alert List” field.

5. Click on the “Finished” button and the alert list is updated.

% Only members who share common compartments may be added to the user’s list. Each user
must be able to collaborate with the other members selected or an error message is received and
the action is blocked.

There was a compartment constraint violation when trying to update your access list.

To select multiple user names in a row, hold the shift key and highlight the names, select the
appropriate user right, and click on the “>" button. To select more than one user and skip users
within the list, hold the Ctrl key, highlight the names, select the appropriate user right, and click on
the “>" button. The user names are moved to the “Users in the Alert List” field.

6. To search by user name or organization, sponsoring organization, association, city and state use the drop
down arrows to select the information or type in the appropriate data.

~

Click on the “Search” button and the “Users Not In Alert List” field is updated with the search results.

o

To delete the list, click on the “Delete Alert List” button. The “Cancel” button returns to the previous screen.
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_ Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafis | Search | Alert Lists | Management | Options

LUETRNERIETEY Low Sev Alerts
Select user(s) and a nght before adding user(s) to the Alert List. Click onthe ADD ">" button or the "<" REMOVE button to update the Alert Lis! contents.

Users Not In Alert List Users In Alert List
Orgs (ASE Secrue Portal) (Organization) A Rice,Karla (ESP Group HQ) [Admin] |
O users gi“::_'l" La{;r {O"?":“;J"") © Alert View Only Access
ac ag rganization y
Burton Group (Organization) 0o NEﬂMlTl.lﬂ Wi
Business Emergency Operations Center (Organization) © Alert Posting Access
Canadian Telecom Cyber Protection (Organization)

Chris Test (Organization)
Christie Test (Organization)
Client Services (Organization)
Cornnuts (Organization)

£

(Updete Alert List
Figure 1.16 — Manage Alert List Access

Click on the alert list title to manage users for an alert list (see Figure 1.16). To update the user list perform the
same steps as previously described in Error! Reference source not found. and click on the “Update Alert
List” button.

Alert Management

Users with System Administrator rights can manage alerts by assigning and arranging priority levels and
adding new alert levels (see Figure 1.17). To manage alerts, perform the following steps:

Click on the “Management” link from the “Alerts” folder.

2. Type in the name at the bottom of the screen to add a new alert level (e.g., Medium-High), decide the
appropriate position by selecting the “At Top” or “At Bottom” radio box, and click on the “Add New Level”
button.

w

Select the appropriate “Up One” or “Down One” radio box to rearrange the position of the alert level, and
then click on the “Update” button.

Select the drop down box arrow at the bottom of the screen to view the current list and order.
Select the “Delete” radio box to delete a particular alert level.

Select the “Clear Selections” button to clear any changes.

Click on the “Back to Alerts” button to return to the “Alerts” folder.

© N o 0 &

Select the “Update” button to update the changes.
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Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

Select an action to build the Alert Level display you would like.
The current order and contents of the drop down list are shown at the bottom of the screen.

© oomors 0 Daet
I o, o  oomore e
e 0 oset

]_Clear SelecﬁorsJ [_Uﬁdate J[ Back to Alerts J

Add New Alert Level: AtTop © AtBotiom ©

Current Drop Down List Contents and Display Order | High 3|

Figure 1.17 - Alerts Management

Alert Options

The “Options” key from the navigation bar allows any user to specify devices for receiving alert notifications
externally for different alert levels.

Click on the “Options” link from the navigation bar of the “Alerts” folder.

2. To add, delete, or edit a device, click on the “Add/Manage Devices” button at the bottom of the screen (see
Figure 1.18).

3. To select an alert level for a device already listed, click on the appropriate check box for the desired alert
level.

Click on the “Finished” button.

To edit a device, select the device name.

Alerts Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

Alert Options

Use the Alert Preferences feature to specify which devices Alert Notifications should be sent to extemally for different Alert Levels.

To add, defete, or edit a device, click on the "Add/Manage Devices" bution

To select a device to receive Alerts for an Alert Level, click the checkbox that matches up with the device name and the alert level, and click the "Finished” button
To edita specific device click on the device name

If you wish to change you primary email or secordary email address youmay do so from the Update Profile/Preferences page.

Devices Alert Levels
High Medium Low
Secondary Email O a O

[ Apply changes to all accounls

[Canoel] [ Clear Selections ] [ Add/Manage Devices ] [ Finished ]

Figure 1.18 - Alert Options

6. Type in the device name and email address. Both fields are required.

Enter the information and click the “Add Device” button. The device has been activated to receive alerts
(see Figure 1.19).
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Alerts | Compose New Alert | Archived Alerts | Sent Alerts | Drafts | Search | Alert Lists | Management | Options

| Add Device | | Finished | [Cancel |

Y D

Device Name Device Email Address Edit Delete

Figure 1.19 - Add Device
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Frequently Asked Questions (FAQS)

1.

10.

11.

12.
13.

What is the purpose of creating an alert list and how do | create one?

The alert list feature allows you to create alert lists for selecting organizations, groups, and users to
receive your alerts. You must have System and Community Administrator, Posting, and/or Alert Admin
user rights in order to create alert lists. Refer to section Create Alert Lists for instructions.

If I have System Administrator user rights, how do | create priority levels for alerts?
Please refer to the Alert Management section for instructions.

What steps do | take to compose a new alert?

You must have System or Community Administrator, Posting, and/or Alert Admin rights to compose a
new alert. Click on the “Compose New Alert” link from the navigation bar (refer to section Compose
Alerts).

How do | verify that my alert was sent?

Click on the “Sent Alerts” link from the “Alerts” folder navigation bar. You must have System or
Community Administrator, Posting, and/or Alert Admin rights. Refer to Sent Alerts section for
instructions.

How do | add users to an alert that | have sent?

Click on the “Sent Alert” link. Select the subject title to view the sent alert. Highlight the alert message
and copy into a new alert by clicking on the “Compose a New Alert” link. Paste the text into the
message area. Select the users you want to receive the alert (see Compose Alerts section for details).

When | am in my “Alerts” folder, how do | view an alert?

You can click on the name of the alert within the subject area. For additional information, please refer
to View and Delete Alerts section of this chapter.

If | delete an alert, can | retrieve it later?

Once you confirm your deletion, you cannot retrieve the alert for later use. It is permanently removed.
Refer to View and Delete Alerts section of this chapter.

What do | do if | want to archive an alert in my “Alerts” folder?

You can select the check box next to the subject title and click on the “Archive” link. Once the alert is
moved to your “Archive” folder, it returns to your “Alerts” folder. Refer to Archive Alerts section.

If | select the “Search” link, will it search for all alerts or just alerts within my “Alert” folder?

When you click on the “Search” link and you have selected or typed the search criteria (e.g., From),
then all alerts listed within all folders are displayed. Refer to section Search Alerts.

Can | set up my cell phone to notify me when | receive an alert?
Yes. Please refer to Alert Options for detailed steps in setting a device for notification.
How can | view the status of an alert that | sent?

If you have System or Community Administrator, Posting or Alert Admin rights, you can view responses of
your alert and resend the alert. Refer to section Response Records.
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Section 4 - Calendar

The Calendar is designed for users to post and share calendar events with other portal users. Within the tool,
there is a default calendar, titled “Portal Calendar.” It is available for users to post and view events for the
Portal. The person who creates the event becomes the administrator and grants users access to see the
event(s). All events are listed on the actual date(s) of occurrence.

Private calendars can be created by individual users. The person who creates a private calendar becomes the
administrator of the calendar and grants users access and rights (i.e., view, post, edit, delete, and manage).
To access Calendar, select the “Calendar” link from the Home page or from the navigation bar.

View Calendar Layouts

As shown in Figure 1.0, there are several options for calendar view. The default is one month.

View One Month

1. Use the single arrows to advance next or move back one month at a time. The double arrows are used to
advance or move back a year.

Click on the “View One Month” link for this layout.

On the left-hand side of the screen, the legend and small monthly calendars are displayed to include
previous month, current month, and the next month. To collapse this first column, select the column
separator and first column will be hidden. Select separator again to display the column.
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Figure 1.0 - One Month Layout
View One Week

37

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
11-10110-010



CoMPLETE PORTAL USER GUIDE
1. To view one week, click on the “View One Week” link at the bottom of the screen.
2. Use the single arrows to move ahead or back a week.
3. The double arrows are used to move ahead or back a month.
4

To save this layout, click on the “Update View” button under the calendar “Legend.”
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Figure 1.1 - One Week Layout

View One Day
1. Toview one day is to click on the “View One Day” link at the bottom of the screen.
2. The events for that day are listed by time, event name, and calendar.

3. To save this layout, click on the “Update View” button under the calendar “Legend.”
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Figure 1.2 - One Day Layout

View Calendar Events

Once events are posted to a calendar, the events can be viewed within the three calendar layouts. Events are
highlighted and underlined as links. If more than three events are posted for one day, click on the “More” link
to see the listing (see Figure 1.0).

As shown in Figure 1.3, the event is displayed by title, calendar, duration, category type, sponsor information,
event description, attachments, and event administrator. To view the other users who can see the event:

Click on the “view other users” link and the user names are displayed.

To collapse, select the collapse link and the user names are no longer shown.

If an event is posted in one of small calendars to the right, the event date is highlighted in blue.
To view the listed event, click on the date.

a M wnh e

To close out the event and return to the previous screen, click on the “Return to Calendar” link.
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Figure 1.3 - View Event

Search for Events

1.

N o g~ w DN

To search for specific events, conduct a keyword search. This type of search explores through every word
of every calendar the user can access, excluding calendar attachments.

Click on the ‘Search” button at the top left of the screen.

Type in the keyword(s) in the provided text box and select the “Search” button (see Figure 1.4).
The results are listed by date, time, and event title.

Click on the event title to view the event.

To conduct a new search, enter the new criteria in the text box and click on the “Search” button.

To return to the calendar, click on the “Return To Calendar” button.
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Figure 1.4 - Search Event

Change Calendar Colors

Each calendar can be labeled by a designated color. For example, events for the Portal calendar can be
labeled in Black while events for a private calendar can be labeled in Red, Green, etc. Fourteen unique colors
can be assigned to multiple calendars all in one screen.
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1. Click on the colored square next to a calendar name from the “Calendar” screen. By default, the colored
square is black.

Use the drop down arrows under each calendar name to select the color from the list (see Figure 1.5).

Click the “Save Changes” button to save the color changes, or select “Return to Calendar” to cancel.
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Figure 1.5 - Calendar Colors

Portal Calendar

Any user can post an event to the “Portal Calendar.”

Add Event

1. Click the “Add Event” link at the top right of the screen, or click on the calendar date for the event.
Type the name of the event in the text box (see Figure 1.6).

Click on the “Create” button.

Use the drop down arrow to select the calendar for the event.

a > w DN

To cancel, click on the “Cancel” button and return to the calendar screen.
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Figure 1.6 - Create Event
Event Details

To describe the details of the event, complete the “Add Event” screen by (see Figure 1.7):
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Use the drop down arrows to enter in the start and end date and time of the event.
Type in the title, description of the event, and the sponsoring organization in the provided text boxes.
Select the category of the event by using the drop down arrow.
Click on the “Yes” or “No” radio box to display the event on weekends.

Choose “Recurrent Options” by using the drop down arrow and make the selection. The event can be non-
recurrent, that is, occurs one time; or recurrent, which is a repeated event.
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Figure 1.7 - Add Event

Recurrent Event

N o g bk w DN PR

If the event is recurrent, select “Recurrent” from the drop down box (see Figure 1.7).

Click on the “Recurrent Options” button.

The name of the event is automatically displayed (see Figure 1.8).

Using the drop down arrows, select the start and end dates for the event.

To change the year, type the correct year.

Click on the appropriate radio box for “Event Occurs,” that is daily, weekly, monthly, or yearly.

Click on the “Refresh Frequency Details” button to view frequency options. Frequency details change for
each option.

Daily - Choose the number of days next to “Frequency Details” heading.

Weekly - Choose the week of the month (i.e. 1st, 2nd, 3rd, 4th, or last week(s) of the month) and the days
of the week (i.e. listed Sunday through Saturday).
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10. Monthly - Choose the number of days for every number of months, or select the week of month, day of
week, and number of months.

11. Annually - Choose the month and year, or week of the month, day of week, and month of year.

12. Click on the “Finished” button.

13. If the options need to be modified, select the “Recurrent Options” button and make the modifications.
14. Click on the “Update Event” button to save the changes.

15. Click on the “Finished” button to return to the “Add Event” screen.
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Figure 1.8 - Recurrent Event
Event Access

In order for users to view the event, they must be granted access (see Figure 1.9).

1. Select the “Orgs,” “Users,” and/or “My Groups” check boxes.

2. Click on the “Refresh” button and the available users list is automatically updated with users based on your
choice above. Depending on your portal configuration, if you choose the “Users” radio box, you may need
to specify search criteria and execute a search before the list will contain matching and available records.

3. Type in the name of a user, group, or organization in the “Search” field. Depending on your portal
configuration, the administrator may have set a minimum number of search characters. (The minimum
number of search characters does not apply to Site and Community Administrators). You will receive an
error message if there is a minimum set and you have entered fewer characters than the set minimum.

Click on the “Search” button.
Highlight the user name(s) and click on the 2] button to grant users access.

Select the < button to move a user back to the “Available Users” list.

N oo g &

Notice the “Event Read Only Access” radio box is pre-selected to allow users to read the event but not edit,
delete, or manage the event. This is the default access right for the “Portal Calendar.”

8. Click on the “Update Event” button and the “Finished” button.

] To select multiple user names in a row, hold the shift key and highlight the names and click on the
“>" putton. To select more than one user and skip users within the list, hold the Ctrl key, highlight
the names, and click on the “>" button.
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Figure 1.9 — Manage Access

Attachments
1. Click on the “Browse” button.
2. Select the file to be attached.

3. Click on the “Attach” button and the file is now displayed as part of the event. There are no limitations as to

the number of files that can be attached, or file type and size.
After entering the event information, click on the “Finished” button (see Figure 1.5).

Click on the “Update Event” button to save the information and return to the “Add Event” screen. Click on

the “Finished” button to update the event and return to the Portal Calendar.

Edit/Delete Event

The event administrator (i.e., person who created the event) has the ability to edit and delete events.

1. Click on the “Edit” link to advance to the “Add Event” screen to make modifications (see Figure 1.3).

2. Click on the “Delete” link to delete the event.

3. A confirmation screen is displayed. To continue with the deletion, click on the “Delete” button. To cancel
the deletion and return to the calendar, click on the “Cancel” button. Once an event is deleted, it cannot be

retrieved (see Figure 1.10).
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Figure 1.10 — Deletion Confirmation Screen
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Private Calendar

Users can create private calendars to post individual events and control user access. The person who creates
the calendar is automatically assigned “Admin” user rights.

Create Calendar

1. Click on the “Create New Calendar” button on the left side of the “Calendar” screen (see Figure 1.0).
2. Enter the name of the calendar and a description, which is optional (see Figure 1.11).

3. Click on the “Continue” button.

Calendar Access

| Craate | | Concel |

Figure 1.11 - Create New Calendar

Once the calendar is created, users must be assigned access and rights (see Figure 1.12).

Select the “Orgs,” “Users,” and/or “My Groups” check boxes.

2. Click on the “Refresh” button and the available users list is automatically updated with users based on your
choice above. Depending on your portal configuration, if you choose the “Users” radio box, you may need
to specify search criteria and execute a search before the list will contain matching and available records.

3. Type in the name of a user, group, or organization in the “Search” field. Depending on your portal
configuration, the administrator may have set a minimum number of search characters. (The minimum
number of search characters does not apply to Site and Community Administrators). You will receive an
error message if there is a minimum set and you have entered fewer characters than the set minimum.

Click on the “Search” button.
Highlight the user name(s). Click on the =] button to grant users access.
Click on the =< button to move a user back to the “Available Users” list.

Select the appropriate radio box for user rights (i.e., “Admin,” “Read/Post” or “Read Only”).

© N o g &

Click on the “Finished” button and return to the calendar screen.
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Figure 1.12 - Assign Access

] To select multiple user names in a row, hold the shift key and highlight the names and click on the
“>" putton. To select more than one user and skip users within the list, hold the Ctrl key, highlight
the names, and click on the “>" button.

User Rights

The three user access rights that can be assigned are:

e “Calendar Admin Access” should be granted sparingly and cannot be given to organizations or groups, only
individual users. It allows users to read, post, edit, delete and manage access to the private calendar.
“Calendar Read/Post Access” enables users to read and post events.

“Calendar Read Only Access” allows users to only read events that are posted.

After the user rights are selected, click on the “Finished” button. At the “Calendar” screen, the private calendar
title is listed under the “Legend” heading.

Delete/Edit Calendar

The calendar administrator (i.e., person who created the event) or person with calendar admin access, has the
ability to edit calendar access and/or delete the calendar.

Click on the calendar name link to make modifications or delete the calendar (see Figure 1.12).
Make modifications and select “finished.”

Click on the “Delete” link to delete the calendar.

AP w N PRE

A confirmation screen is displayed (see Figure 1.13). To continue with the deletion, click on the “Yes,
Delete It” button. To cancel the deletion and return to the calendar, click on the “No go back” button. Once
a calendar is deleted, it cannot be retrieved.

A i B ro mand 1 Seiete e CaendaT S ety el b S0 el

Figure 1.13 — Delete Calendar Confirmation
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Add Event
Users with “Calendar Admin Access” or “Calendar Read/Post Access” can add events to a private calendar.

Click on the “Add Event” link located on the top right of the “Calendar Main” screen.
Designate which calendar to add the event (see Figure 1.14).

Enter the name of the event.

Click the “Create” button.

Continue to follow the steps outlined in Portal Calendar.

a M wnh e

N

| Karta's Calendar

| Create | | Cancel |

Figure 1.14 — Add Event to Private Calendar

Event Details

Once the event name and calendar are selected you must fill in the event details. Fill in the details as follows:
1. Use the drop down arrows to enter in the start and end date and time of the event (see Figure 1.15).

Type in the title, description of the event, and the sponsoring organization in the provided text boxes.
Select the category of the event by using the drop down arrow.

Click on the “Yes” or “No” radio box to display the event on weekends.

a M DN

Choose “Recurrent Options” by using the drop down arrow and make the selection. The event can be non-
recurrent, that is, occurs one time; or recurrent, which is a repeated event.
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Figure 1.15 — Event Details

Recurrent Event

N o g~ w NPk

8.
9.

If the event is recurrent, select “Recurrent” from the drop down box (see Figure 1.15).

Click on the “Recurrent Options” button.

The name of the event is automatically displayed (see Figure 1.16).

Using the drop down arrows, select the start and end dates for the event.

To change the year, type the correct year.

Click on the appropriate radio box for “Event Occurs,” that is daily, weekly, monthly, or yearly.

Click on the “Refresh Frequency Details” button to view frequency options. Frequency details change for
each option.

i. Daily - Choose the number of days next to “Frequency Details” heading.

i. Weekly - Choose the week of the month (i.e. 1st, 2nd, 3rd, 4th, or last week(s) of the month) and the
days of the week (i.e. listed Sunday through Saturday).

Monthly - Choose the number of days for every number of months, or select the week of month, day of
week, and number of months.

iv. Annually - Choose the month and year, or week of the month, day of week, and month of year.
Click on the “Finished” button.

If the options need to be modified, select the “Recurrent Options” button and make the modifications.

10. Click on the “Update Event” button to save the changes.

11. Click on the “Finished” button to return to the “Add Event” screen.
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Figure 1.16 - Recurrent Event

Event Access

In order to give users access to the event, they must first be granted access to the Calendar (see Figure 1.17).

nNoE

N o o &

o

Select the “Orgs,” “Users,” and/or “My Groups” check boxes.

Click on the “Refresh” button and the available users list is automatically updated with users based on your
choice above. Depending on your portal configuration, if you choose the “Users” radio box, you may need
to specify search criteria and execute a search before the list will contain matching and available records.

Type in the name of a user, group, or organization in the “Search” field. Depending on your portal
configuration, the administrator may have set a minimum number of search characters. (The minimum
number of search characters does not apply to Site and Community Administrators). You will receive an
error message if there is a minimum set and you have entered fewer characters than the set minimum.

Click on the “Search” button.

Highlight the user name(s) and click on the 2! button to grant users access.

Select the = button to move a user back to the “Available Users” list.

Notice the “Event Read Only Access” radio box is pre-selected to allow users to read the event but not edit,
delete, or manage the event.

Click on the “Update Event” button and the “Finished” button.

& To select multiple user names in a row, hold the shift key and highlight the names and click on the
“>" putton. To select more than one user and skip users within the list, hold the Ctrl key, highlight
the names, and click on the “>" button.
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Figure 1.17 — Manage Access
Attachments

1. Click on the “Browse” button.
2. Select the file to be attached.

3. Click on the “Attach” button and the file is now displayed as part of the event. There are no limitations as to
the number of files that can be attached, or file type and size.

After entering the event information, click on the “Finished” button (see Figure 1.17).

Click on the “Update Event” button to save the information and return to the “Add Event” screen. Click on
the “Finished” button to update the event and return to the Portal Calendar.

Edit/Delete Event

The event administrator (i.e., person who created the event) has the ability to edit and delete events.

1. Click on the “Edit” link to advance to the “Add Event” screen to make modifications (see Figure 1.3).
Click on the “Delete” link to delete the event.
3. A confirmation screen is displayed. To continue with the deletion, click on the “Delete” button. To cancel

the deletion and return to the calendar, click on the “Cancel” button. Once an event is deleted, it cannot be
retrieved (see Figure 1.18).

Figure 1.18 — Deletion Confirmation Screen
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Frequently Asked Questions (FAQS)

1. Instead of viewing my calendar by the month, how can | change the layout?

At the bottom of your main calendar, there are three view options. Click on the view layout and your
calendar is updated (refer to View Calendar Layouts).

2. How do | view events that have been posted to the calendar?

From your main calendar, select the event name or event date (for the small calendars). The “View
Event” screen is displayed (refer to View Calendar Events).

3. | need to find a particular event that was posted last month, what steps do | take?

You can search for the event or go to that calendar month to view the event. To search for a specific
event, click on the ‘Search” link from your calendar screen. Enter in key words and click on “Submit
Query.” The event is listed by date, time and title (refer to Figure 1.4 - Search Event and View Calendar

Layouts).
4, How do | add an event to a calendar?

Any user can add an event to the Portal calendar. Click the “Add Event” link at the top right of the
“Calendar” screen (refer to Add Event To Portal Calendar). For private calendars, users with “Calendar
Admin Access” rights can post event (refer to Create Private Calendars).

5. If an event is taking place for three months, how do | post it?

At the “Add Event” screen, select “Recurrent” for “Type of Event” and click on the “Recurrent Options”
button (refer to Recurrent Event).

6. Forthe “Portal Calendar,” do all users see all events?
No. You must grant users access to the event in order for them to view and read it.
7. Why can't | edit or delete an event on the “Portal Calendar”?

Only the event administrator (i.e. person who created the event) can edit or delete an event. For
private calendars, users must be granted “Admin” or “Read/Post” rights to edit or delete an event.

8. How do | create a private calendar?

From “Calendar,” click the “Create New Calendar” button (refer to Create Private Calendars).

9. What kind of information can | post in the description box?

The description box is an unlimited text box. You have the option of typing in a summary of your event,
the entire event agenda or information on where users can go if they have additional questions. What
you type is up to you, but please try to be as descriptive as possible.

10. How do | add users to my private calendar?

At the “Assign Access” screen, highlight the users’ names in the “Available Users” field, click on the “>”
button to grant them access.

11. I noticed that the “Portal Calendar” events are viewed in black. How do | select a color for my calendar?

Refer to Change Calendar Colors.

12. How Do | add an event to my calendar?
Click on the “Add Event” link and select your calendar title (refer to Add Event to Private Calendar).
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Section 5 - Channels

The Channels tool provides a more flexible grouping mechanism that can be used to grant access to data
across all core collaboration tools. A Channel is a “special” organization that allows collaboration among users
that normally cannot see each other. Users from any sponsoring organization can be invited into a channel.
Channels will appear along with “Users,” “Organizations,” and “My Groups” in the access control list when
adding data to the portal. This tool is available in all the core collaboration tools.

Site Administrators are the only users that can create a channel. Once a channel is created, other users can
be named an admin over that particular channel.

To access Channels, select the “Channels” link from the Home page, under the Collaboration Tools menu.
Alert features are displayed in the navigation bar based on the user right.

Channels Information

The Channels screen gives the user all the information about the available channels that the user can
subscribe to. The first column provides the name of the channel. The second column gives the type of
channel. There are three types of Channels that the SA can create.

e Open Channel: allows any portal user, regardless of organization affiliation, to subscribe.

e Private Channel: visible only to those users explicitly invited.

e By Request Channel: visible to all users, but users cannot subscribe to the channel without being vetted by
a channel administrator.

The user will be able to view all Open and By Request Channels, as well as those Private Channels that the
user was given explicit access to by the admin.

The Channels screen also gives a user’s status within a particular channel.

e Subscribed: the user has access to the indicated channel.

e Unsubscribed: the user does not have access to the channel and has to subscribe in order to utilize the
channel.

e Not a Member: this status is associated with By Request channels; the user does not have access but the
user can request access.
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Figure 1.0 - Channels Main Screen

52

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
11-10110-010



COMPLETE PORTAL USER GUIDE

Subscribe to a Channel

If the status of an Open Channel is “Unsubscribed” and the user wants to subscribe, the user must:
1. Click on the & button to subscribe to the channel.

2. A user has successfully subscribed to the channel when the subscribe button is i , and the status
changes to “Subscribed.”

Unsubscribe to a Channel

When a user no longer wishes to be a member of an open channel, the user must unsubscribe.
[
1. Click on the i button to unsubscribe to the channel.

2. A user has successfully unsubscribed to the channel when the subscribe button is & , and the status
changes to “Unsubscribed.”

Access to By Request Channel
If a user wants access to a “By Request” channel, he or she must request access from the admin.
1. Click the “Request” link under the “Subscribe” column.

2. The user has successfully subscribed to the channel when the “Request” link is replaced by the word,
“Requested.”

3. The user has access to the channel once the admin approves the request, and then the user can start to
utilize that channel.

Using Channels

Each collaboration tool has an Access Control List (ACL), where the user can designate which users on the
portal can have access to the information. To assign available users to the information, the user can filter his
or her view to a specific organization or channel to limit the number of available users.

1. Click on the “Secure Messaging” link on the desktop.

2. Click on the “Compose Message” link (refer to Figure 1.1).
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Figure 1.1 - Secure Messaging Inbox
3. By default, “Orgs” and “My Groups” are selected as search criteria in the ACL portion of the window.
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Select “Channels” by clicking within the box to the left.
Click on the “Refresh” button.

To narrow the search, the user can enter the name or partial string of the channel in the search field. Click
the “Search” button.

Send Mail || Sewe Dot | Dascand |

Hogs BEuses Ewcreups [Donannets @
Me13200 Treoming Engbied @
508 Commundy (Organaaton) ol
508. 508 (508 Commursty)
508, 508 (Commundy Level If)
508. 508 (Melp Desi)
508 508 (The Cleanng House) v

Or Oce Osce

Sorsd Madt || Ssve Drst || Discard |

Figure 1.2 - Compose New Message

Highlight the desired channel. Click on the “Add Recipient” button.

Continue to fill in the appropriate fields as explained in the Secure Messaging User Guide. When the user
sends the secure message, it is received by every user that is a member of the channel chosen.

9. Follow the same instructions for the other core tools.
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Frequently Asked Questions (FAQS)

1. Can | subscribe to a channel even though | do not belong to the organization?

You can subscribe or request access to any channel, regardless of organization affiliation. Channels
are “special” organizations that allow collaboration between users that normally cannot see each other.
Refer to section Channels Information.

2. Channels are available for use in which tools?

Channels are available in all the core collaboration tools to include: Secure Messaging, Library,
Calendar, Online Briefings, Forum Discussions, Survey Wizard, Chat, WebPort, TaskTrac, and Alerts.

3. How do | subscribe to a channel?

Within the channel tool, you need to click on the ! button to subscribe to an open channel. Refer to
section Subscribe to Channel.

4. How do | gain access to a By Request Channel?

On the Channel main page, you need to click on the “Request” link to request access to a By Request
Channel. The administrator of the channel then must approve your request in order for you to be a
member of that channel. Refer to section Access to By Request Channel.

5. Can | register for a Channel?

Users cannot register into a channel organization. A channel cannot be assigned as a sponsoring
organization. The user must have an existing account within the portal.

6. If | have been made a member of a channel by an admin, do | have to participate in the channel?

Channel “subscription” is always optional. The user can subscribe and unsubscribe to any channel at
any given moment. Refer to section Channels Information.
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Section 6 - Chat

Chat provides portal users a way to communicate real time with other members in the portal. Any user can
initiate a new chat room. Access to a Chat Room is granted on an individual or organization basis. Each chat
room has only one administrator.

To access the “Chat” tool, click on the “Chat” link from the Home Page or from the navigation bar.

Chat Room

As shown in Figure 1.0, the main “Chat Room” allows users to create a new chat, join a chat and view users
currently logged on the portal.

e To create a new chat, Click on the “Create New Chat Room” link located on the right side of the screen.
e To view users that are currently logged into the portal, click on “Users Logged On.”

Create New Chat Room

Please select a room (o join, or initiate a new chat.

Room List

Chat Room Participants  Actions
Threst Level Discussion 0 BETHET)

Figure 1.0 - Chat Room

Section 2 — Create New Chat Room
Create Chat

1. Click on the “Create New Chat Room” link (see Figure 1.0).

2. You should be transferred to the page to name the Chat and assign users (see Figure 1.1).
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Available Users Assigned Users
Help&Desk (Organization) - Rice, Karla (Organization 125398 {Admin]
Orgarnization 125396 (Organization)
Orgarization 125397 (Organization) |- |
! Orgarization 125398 (Organization) |~ | Notify Users?
|¥| Orgs Orgarization 125399 (Organization) =
| Users Orgarization 125400 (Organization) et
) Channals Orgarization 125401 (Organization) el
= Orgarization 125402 (Organization) @ Participant
| Loggedin Orgarization 125403 (Organization) View Only
Refresh List Orgarization 125404 (Organization) ~
(<]
Show users with these rights | Refresh ]
Change Rights > _
[ Modify rights to assigned selection. ]' F Eascnan: {\Misw Gnty
Search: [ searcn |
(Efinished) [uUpooie.] (cDeisien)

COMPLETE PORTAL USER GUIDE

Name Of Chat: [hreat Level Discussion

Figure 1.1 - Chat Management

Assign Users

When creating a chat room, users must be assigned access to the chat (see Figure 1.1).

9.

Type in the name of the Chat in the provided text box.
Select the “Orgs,” “Users,” “My Groups,” and/or “Channels” check boxes.

Click on the “Refresh” button and the Available Users list is automatically updated with users based on
your choice above. Depending on your portal configuration, if you choose the “Users” radio box, you may
need to specify search criteria and execute a search before the list will contain matching and available
records.

Type in the name of a user, group, or organization in the “Search” field. Depending on your portal
configuration, the administrator may have set a minimum number of search characters. (The minimum
number of search characters does not apply to Site and Community Administrators). You will receive an
error message if there is a minimum set and you have entered fewer characters than the set minimum (see
Figure 1.3).

Click on the “Search” button.
Highlight user name(s), select the appropriate radio box for “Admin,” “View Only,” or “Participant” rights,

and click on the button to grant users access. The default access right is “Participant.” (NOTE: “View
Only” rights allow a user to view the chat, but they cannot post any comments.)

To change a user right, select the right, highlight the user’'s name in the “Assigned Users” field, and click on
the “Change Rights” button.

To view users with a particular right (e.g., “Admin”) select the appropriate user right checkbox under “Show
Users With These Rights” and click on the “Refresh” button. The “Assigned Users” field is updated.

Select the button to move a user back to the “Available Users” list.

10. Click on the “notify users” check box to send users an email to participate.

11. Choose the “Cancel” button to cancel the action.

12. Click on the “Update” button to save the information and continue to next page (see Figure 1.2).
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13. On this page you may “Update”, “Cancel”, or click Finished.
14. Select the “Finished” button to return to the “Chat” screen.

Name Of Chat: [Threat Level Discussion
Click on names in one box or the other, then click on a direction button (Add > or < Remove) to move names to the other group.
Available Users Assigned Users
Rice, Karla (Organization125396)[Admin]
[3 User125461, Test125461 (Organization125396)[Participant]
~ ]
7] orgs ["] Motity Users?
|i’| Users ™ Agmin
! Shisomels 9 Participant
I"| LoggedIn ~ View Only
(<J
Show userswith these rights
Change Rights > = . =
| Admin || Participant | View Only
Search: 5er125461
| Finished | [ Update | [ Delete |

Figure 1.2 — Manage Access

] To select multiple user names in a row, hold the shift key and highlight the names and click on
the “>" button. To select more than one user and skip users within the list, hold the Ctrl key,
highlight the names, and click on the “>” button.

Delete Chat

Click on the “Manage Access” link.

2. Click on the “Delete” button to allow the administrator to delete the chat room. A confirmation screen is
displayed.

3. Click on the “Delete” button to delete the chat room (see Figure 1.3). Once a chat room is deleted, it
cannot be retrieved.

4. Click on the “Cancel” button to cancel the action and return to the “Chat Management” screen.

You are about to delete the chat room - (Threat Level Discussion)
Deleting a chat room can not be undone.

Figure 1.3 — Delete Chat Confirmation

Section 3 - Join Chat
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Use the drop down arrow to click on the title for the chat room.
Click on the “Join Chat” button to participate.

A list of participants is shown under the “Current Participants” heading. The number next to the chat title
reflects the number of participants (see Figure 1.4).

Create New Chat Room
Naloa o
Karla Rice (Employer Name:)
Karla Test
Enter Message
Figure 1.4 - Chat Room
Create New Chat Room
Threat Level Discussion 0 oasl
Karla Rice (12:14:25 PM)
Hello There, | see you have view only access! | will be posting information for you to view:
Karla Rice (Employer Name:)
Karla Test
Figure 1.5 — View Only Access
Post Message
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1. Type the message in the “Enter Message” text box (see Figure 1.4). If the user only has “View Only”
access, there will not be a text box visible (see Figure 1.5).

Click on the “Post” button.

Once the message is sent, it appears at the top with the participant’s name, date and time, and the actual
message.

4. As the owner of the message, click on the delete icon to remove the posting. Once a message is posted, it
cannot be edited. To edit, enter a new message and post it.

Open Sidebar Chat

The Sidebar Chat allows a user to contact another chat participant and have a side chat while the original chat
takes place. A Sidebar Chat can only take place between two users, but each user has the capability for
multiple Sidebar Chats. Sidebar Chat participants can be drawn from the active Chat session (including “View
Only” members) or from the list of active portal members within the user’s visibility.

The Sidebar Chat content cannot be archived or printed. When the user leaves the active chat session, the
portal will close any active Sidebar Chat sessions.

1. Click on the “* button located before the user’s name who you would like to open a Sidebar Chat with (see
Figure 1.5).

2. The user who is selected to chat with will have a link on their chat page to accept the Sidebar Chat
invitation. Click on either the accept & icon or decline 2 icon (see Figure 1.6).

3. Ifthe decline icon is selected, the message, “Your invitation has been declined,” appears in the open
Sidebar Chat window. Click on the leave icon *#¥ (see Figure 1.8).

4. Type the message within the Text box and click on the “Post” button (see Figure 1.7).

©
5. To leave the Sidebar Chat, click on the leave icon *#¥ (see Figure 1.7).
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Karla Rice (Employer Name:)
Karla Test

Create New Chat Room

Threat Level Discussion
Karla Rice (12:20:33 PM)

Hello there Karia! Ready to chat?

P OB |
o

Enter Message

Figu

re 1.6 — Sidebar Chat Invitation

Karla Rice (12:22:
Hello

<" Chat with Karla Test

12 PM)

< |

Enter Message

L

Figure 1.7 — Sidebar Chat
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2 Chat with Karla Rice (Employer Name:) #

Karla Rice (12:24:36 PM)
Your invitation has been declined...

Enter Message

Figure 1.8 — Declined Sidebar Invitation

View Transcript

1. To view chat transcripts, click on the =) icon. Transcripts are shown from a 24 hour period to a complete

record of the chat to include history length, message composer, posted date and time, and the actual
message (see Figure 1.9).

2. Use the drop down arrow to view transcripts within 24 hours, 48 hours, 72 hours or Complete for “History
Length,”

Click the “Refresh Page” button. The transcript is shown.

To return to the “Chat Room” screen, close the browser window.
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History Length: Complete v |  Refresh Page |

Karla Rice (10/2§ 24 hours
Hello there Karia[48 hours 5
72 hours close window

Complete

Figure 1.9 - View Transcript

Chat Room Info

1. To view chat info, click on the 9 icon. A pop-up will show: the owner, date created, date/time of first and
last post, number of messages posted and users with access (see Figure 1.10).

2. To return to the “Chat Room” screen, select the close window link.

Threat Level Discussion
Owner: Rice, Karla
Created: October 28, 2011
First Post: October 28, 2011 12:20 PM
Last Post: October 28, 2011 12:20 PM
Posted: 1 Messages
Currently Invited
Rice, Karla (Organization125396) (admin)
Test, Karla (Organization125396) (view only)
User125461, Test125461 (Organization125396) (participant)
close window
Figure 1.10 — Chat Info

Leave Chat

To leave a chat or visit a different chat, click on the leave %7 icon on the right side of the screen.
2. Ifthis link is not selected, the user’'s name appears in the “Participants” area and the other members may
assume the user remains active within the chat room.

© o .
3. Once the leave * icon is selected, the participant is removed and the user returns to the “Chat Room”

screen.
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Section 4 - Frequently Asked Questions (FAQSs)

1. Who can create a Chat Room?

Any user can create a Chat Room.
2. Can everyone on the portal see my Chat Room?

Members that have been granted access can see your Chat Room. Refer to Assign Users.
3. How do | create a Chat Room?

To create your own Chat Room, click on the “Create New Chat Room” link, enter the chat name and
grant users access. Refer to Create Chat section.

4. How do I grant access to my Chat Room?

From the “Chat Management” screen, highlight the user names, select the appropriate access right
(i.e., Admin or Participant), and click on the directional arrow “>" to grant access.

5. After I've created a new chat and assigned users, how are the users notified?

At the “Chat Management” screen, there is an option to notify users to join the chat. Click on that check
box and users are sent an email.

6. How do | post messages to my Chat Room?

Once you click the chat name to enter the chat, enter your comments in the text box located at the
bottom. When you have completed your posting, click on the “Post” button to send the message.

Refer to Post Message.
7. How can | delete my Chat Room?

Only chat administrators can delete a chat room. Click on the “Manage Access” link at the top and
select the “Delete” button at the bottom of the “Chat Management” screen. Refer to Delete Chat
section.

8. How can | leave a Chat Room?

To leave a Chat Room, click on the leave icon on the right side of screen. Once it is selected, your
name is removed from the participant list.
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Find Users/Member Locator

The core tool, Find Users/Member Locator, provides a means for locating other portal members within a user’s
organizational hierarchy. Any user can perform a search and view users that are logged into the portal.

To access this tool, click on the “Find Users” or “Member Locator” link in the navigation bar or select the “Find
Users” or “Member Locator” link from the Desktop, under the Collaboration Tools menu.

Perform A Search

1.

Type in the search criteria for first name, last name, email address, job title, employer, city, state and/or zip
code. The Find Users feature is NOT case sensitive (see Figure 1.0).

Use the drop down arrows to select the sponsoring organization, job function, mail group membership,
associations, and the appropriate “Sort By” option. The database can sort by first name, city, state and zip
code. By default, the database is sorted by first name.

Click on the “Search” button to perform the search.

The Results page shows the results from the search. The results are listed in alphabetical order based on
the “Sort by” criteria. User information within the database is listed under the “Name” and “Organization”
fields (see Figure 1.1).

If the search reveals no matches within the database, users are prompted to click on the “Search Again”
button. The “Find Users Screen” is displayed again (see Figure 1.2).

To yield all portal members within the organizational hierarchy, leave the search fields blank and click on
the “Search” button. The Results screen will display 10 users. To view the next set of users, click on the
“Next Page” button (see Figure 1.1).

Find Users Show Logged On Users

pe in minmal critens th and type in ic critenia for a detailed search
Email Address
Sponsoring Organization -
Mail Group Membership -

Job Title

Associations.

State/US TemitornyProvince

| e
Zip/Postal Code:

Last Name +

[ Search

Figure 1.0 — Find Users Screen

T To achieve matched information within the database, it is best to perform a broad search by
entering minimal data and then narrowing the search by entering more detailed data. In
addition, the first few letters of a user's name may be entered instead of the entire name when
performing a search.
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Find Users Record(s)1-20of 2 Show Logged On Users
Type in miimal criteria for a sroad search and type in more specific critena for a defailed search
[ Search gain
Organization
karta tester el Georgia Training

B s cecin o e

Phone Number: JENEERE: ]

S T
schsaote e SR
[ISSPRYI 504.744.8800 Employer Not Piovided:

Figure 1.1 - Search Results

Find Users Your search returned 0 results

minimal critéria for a sroad search and type in more specific critena for a d

Frst Name '

Show Logged On Users

jelailed search

Email Address.
Sponsoring Crganization - -
Job Function -
Mail Group Membership v
Job Title
Astociations -
Employer
City
State/US TemioryProvince
Zip/Postal Code

LU Last Name

Figure 1.2 — Return 0 Results

Send Secure Message

The envelope symbol <] next to the user's name provides a link to the “Compose Secure Message” screen
(see Figure 1.3). To compose and send a secure message, click on the envelope symbol.

66

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
11-10110-010



Secure Messaging

Address Book
Orgs (IASE Secrue Portal) (Organization) #
O users Ajsmiantayer (Organteation)

= B’IackFtag (Organization)
My Groups | Burton Group (Organization)
O Channels Business Emergency Operatons Center (Organization) «

Refean

To tester, karla (Georgia Training)[To]

Subject

Attachments. To aftach a file, use the " Browse " button to select the file, then click * Attach *

Selecting Eyes-Only will disable e abilty lo add and send altachments

Priority
O High @ Medium © Low

Message type:
Normal ~ @
Send Message Securely &
&~ © withextemnal @~ © withexemnal notifications and & © without external
notifications Subject notifications

Send Copy of Message Non-Securely @ (Message will also be sent to recipients portal inbox)

@ O As regular email (Atachments will not be sent externally)

| Send | | Save Draft | | Spell Check |

Figure 1.3 - Secure Message

Show Logged On Users

COMPLETE PORTAL USER GUIDE

From the Find Users screen, a user can view all users logged onto the portal.

Click on the “Show Logged On Users” link in the navigation bar (see Figure 1.4).

2. Toreturn to the Find Users screen, click on the link from the navigation bar.

Users Logged In Record(s) 1-1of 1
Isers current 2
Name | Phone Number | Association £ponsor | Employer
N TP Rice Karla [ T £ SP Group HQ
[ Phone Number B ERRER

Figure 1.4 — User Logged In
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Frequently Asked Questions (FAQS)

1. Who has access to the Find Users/Member Locator feature?

All portal users have access to the Find Users/Member Locator feature; however, they can only view
users within their organizational hierarchy.

2. How do | conduct a search?

From the Find Users screen, type or select the appropriate search criteria and click on the “Search”
button. Please refer to the

Perform A Search.
3. Isthe search criteria case sensitive?
No, you can use upper and lower case letters.
4. Do | need to complete the entire search screen before performing a search?

No, you do not need to complete all fields. It is best to start with a broad search and then narrow the
search with more detailed data. If you still do not retrieve results, click on the “Search Again” button
and enter different search criteria.

5. My search results indicate 25 records; however, | only see 10 on the screen?

By default, only 10 users are shown with any search result. To view the other users, click on the “Next
Page” button. To return to the previous page, click on the “Previous Page” button. Use these buttons
to navigate between search results.

6. Inthe “Search Results” screen, there is an envelope symbol. What does it do?

The envelope symbol allows you to compose and send a secure message to a user. Refer to Send
Secure Message for instructions.

7. How can | view who is logged onto the portal?

Click on the “Show Logged On Users” link from the navigation bar at the top right of the screen. Refer
to

Show Logged On Users for instructions.
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Section 7 - Forum Discussions

The Core Tool, Forum Discussions, allows users to host online threaded discussions with other users. The
tool provides regular users several options for reading, posting, or searching for messages and creating new
forums. The Forum Manager also has the option to manage forum settings. Any user can create a new forum.
The person who creates the forum becomes the Forum Manager with the right to grant user access and user
rights.

Each forum is comprised of threads and each thread contains messages. There may be multiple threads and
these threads can have multiple messages. A thread is similar to conversations and is created by the user to
narrow the discussion for a particular topic.

Forum Access Rights

Any user has the ability to “Change Rights” of an assigned user to a Forum as long as they have “Admin” rights
over the Forum. These rights include the following:

Admin [AM] — this feature enables the user to become the “Admin” of the Forum.
Create Threads [CT] — allows the user to “Create Threads” within the existing thread.
Post Replies [PR] — permits the ability to reply to existing posts within a thread.
Attach Files [AT] — allows the user to “Attach Files” to their messages.

View Only [VO] — allows the user assigned this right only “View” the forum.

% Notify Users — this feature will notify users via their primary email address of their access to the
forum.

Create Forum / Manage Access

Forum Home | Search | My Forums | Options | Create Forum
Forumis) 1 - 25 of 28 led Forums with activities in the last| ALL * days ( show all )
Forums Threads Post Last Post Users Subscribe Edit Delete
i Dasie 530108 1155 AM pe [
» Training 1 1 | by Deanna Spain | " (4 of
(| Aimee 0 0 L] 2| o
o [ Baricw Training ' [ 10/00 113 PM T | =
> totrain new Users 2 4 by Diana Barlow i 4] o
= - 1117106 506 PM =
(]| Code Push Siide discussion 2 10 b oo ] 2| o
| Demo Forum Suggestions ) ) 11002311 PM < R
L4 This forum is for Demo Users to offer suggestions by Wiliam Potvin i L) o)
1| ESP Development Prionties 17 75 I 9725/08 9:.05 AM w ] 72 -
' | A Place to discuss suggestions for new functions and fixes. | by Diana Barlow u = |

Figure 1.0 — Forums Main Page

1. Click on the “Create Forum” link to create a new forum and assign participants for the forum.
Provide a “Forum Name.”

3. Provide a “Forum Description” (optional).

69

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
11-10110-010



10.

11.
12.

COMPLETE PORTAL USER GUIDE

Select the “Users,” “My Groups,” and/or “Channels” check boxes.

Click on the “Refresh” button and the available users list is automatically updated with users based on your
choice above. Depending on your portal configuration, if you choose the “Users” radio box, you may need
to specify search criteria and execute a search before the list will contain matching and available records.

Type in the name of a user, group, or organization in the “Search” field. Depending on your portal
configuration, the administrator may have set a minimum number of search characters. (The minimum
number of search characters does not apply to Site and Community Administrators). You will receive an
error message if there is a minimum set and you have entered fewer characters than the set minimum.

Click on the “Search” button.
Highlight the user name(s) and click on the “>” button to grant users access.
Select the “<” button to move a user back to the “Available Users” list.

Select the “notify user” box if the newly assigned user should receive a notification that he/she has been
given access to the forum (optional).

Click on the “>" button to move the user(s) to the “Assigned Users” list.

Click on the “Finished” button when all the appropriate users have been given access to the forum.

) To select multiple user names in a row, hold the shift key and highlight the names and click on
the “>" button. To select more than one user and skip users within the list, hold the Ctrl key,
highlight the names and click on the “>” button. The user names are moved to the “Selected

Users” field.
Forum Home | Search | My Forums | Options
Forum Description: (Optional)
Click on names in either the available users or ssigned users list, thenclick on a direction button (Add > or < Remove) to move name to the other list
Available Users
(IASE Secrue Portal) (Organization) &
AjemianLayer (Organization)
BlackFlag (Organization)
Burton Group (Organization) L' Notify Users?
Business Emergency Operations Center (Crganization) _
Canadian Telecom Cyber Protection (Organization) O Admin
Chris Test (Organization) Create Thread
Christie Test (Organization) [ Post Replies
Client Services (Organization) Attach Files
Orgs Cornnuts (Organization) | O View Only
O Users Show users with these righls
L1 Channels O Admin [ Create Thread
Hefisstbist [l PostReplies L] AftachFiks O View Only
Ch Rights
erge R [ Retresh |

Figure 1.1 — Manage Access

o] Once the forum is created, the Forum Manager has the ability to view a specific user with a
specific right. The manager can also view all available users with a specific right.
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Forum Home | Search | My Forums | Options | Create Forum
Forumisd 1. 25 of 28 bing Forums with actwibes inthe kst |ALL |~ days ( show al)
Forums Threads Post  LastPost Users :i'g © Edit Delete
: ’ 53008 1155 AM 2 30 3y
1~ | Trsining by Deanca Soain 15 :
L | Amee 0 0 <3 ALL 2z of
Bariow Traneg > ; 1909 1.13PM P > I
o train ew Users by Diana Bariow /
Figure 1.2 — Manage Forums Activity
Edit Forum

Once the forum is created, the Forum Manager can modify forum settings, add/delete users, and modify
existing user access by selecting the “Edit” option.

Modify Forum and Add/Delete Users

1. Click on the ' icon under the “Edit” column located on the same row as the forum to be modified (see
Figure 1.2).

2. Follow the instructions in the “Create Forum” section to edit the forum name, forum description, and
add/delete users (see Figure 1.1).

Changing Rights of an Assigned User

Once the forum is created, the Forum Manager can change the rights of an “Assigned User.” The different
types of rights are defined in the section entitled “Rights of an Assigned User.”

1. Click on the ' icon located next to the forum to modify (see Figure 1.2).

Highlight the name(s) of the desired “Assigned User(s)” (see Figure 1.1).

Change the rights of the user by checking the appropriate box to the left of the listed rights.
Click on the “Change Rights” button.

a > w DN

Click on the “Finished” button to return to Forum Discussion.

Subscribe/Un-Subscribe to Forum

A user has the ability to subscribe to a Forum as long as they can see the forum.

Subscribe

Click on the 5 icon located in the corresponding row for the particular forum (see Figure 1.3).

Un-Subscribe
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Click on the %/ icon located in the corresponding row for the particular forum (see Figure 1.3).

m Forum Home | Search | My Forums | Options | Create Forum
Torumis) ¥ . 7% of 78 ligd Forums with actrvdbes inthe last ALL ¥ days ( showal )
Forums Threads Post  LastPost Users Subscribe Edit Delete
y 53008 11.55AM 3
Wi 1 1 YD : [F; >, 2 o
ESP Developmant Prionbes T B | ety 3 y gl v
A Pace 10 OSCUsS SUDOESBons for niw nchons and fxes by [eang Bariow o

Figure 1.3 — Forums, Subscribe

Delete Forum

Once the forum is created, any user with an “Admin” right has the ability to delete the Forum.

Click on the '® icon located in corresponding row for the particular forum to “Delete” (see Figure 1.3).

2. Click on the “OK” button within confirmation pop-up window to verify the deletion. Once deleted, the forum
CANNOT be retrieved (see Figure 1.4).

m Forum Home | Search | My Forums | Options | Create Forum
Forumds) 1 - 75 of 28 bigd Forums with actvbes mthe last ALL ¥ days (showal )
L L -t b frwe’

Forums Q Post  LastPost Users Subscrive Edit Delete
y [ | 53008 1155 AM o Y
[ | ¢ [ -
Ui o ) 1 B D S &2 4 of

Figure 1.4 - Delete Confirmation Screen

Threads and Posts
Add/Edit Threads

Each forum comprises of threads, which contain messages. The user with “Create Thread” access rights can
“Add” to an existing thread. Only the “Admin” of the forum can modify and/or delete the thread.

Add Thread/Post to New Forum

A user that has been granted rights to “Create Thread” to a newly created forum can add a new post to the
thread.

1. Click on the forum title (see Figure 1.1).
2. Type in a “Thread Title” (see Figure 1.5).
3. Typein a“Thread Summary” (optional).
4. Click on the “Create Thread” button.
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Forum Home | Search | My Forums | Options

Posting In: "Help Desk” > New Thread

Thread Name”:
Thread Summary:

* Required

[ Create Thread | | Cancel |

Figure 1.5 — Create a Thread

Change the “Post Title” if desired (see Figure 1.6).
Add body text to the post.

Click on the “Preview Post” button to review the thread (optional) (see Figure 1.7).
Click on the “Submit Post” button.

Forum Discussions

Forum Home | Search | My Forums | Options

Posting In: Forum Home > "Help Desk” > Training
Post Title: Training

B 7 U

[ subscribe to this Thread
I Notify me of replies to this post

Attachment Browse... Add
l Preview F‘oalJ |_Subm|'l F'ch [ Cancel J
Figure 1.6 — Adding a Post
Forum Home | Search | My Ferums | Options
Posting In: Forum Home > “Help Desk” > Training

Post Title: .Training

B 7 U

The training will last approx 1 month

) subscribe to this Thread
O Motity me of repliesto this post

Atachment

Preview Post | | Submit Post I [ Cancel

Preview gp————————
Training

The training will last approx 1 month

Figure 1.7 — Preview Post
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Add Thread/Post to Existing Forum
A user who has been granted rights to “Create Thread” to an existing forum can add a new post to the thread.
1. Click on the forum title.
Click on the thread title (see Figure 1.8).
Click on the “Add Thread” link (see Figure 1.9).
Type in a “Thread Title.”
Type in a “Thread Summary.”
Click on the “Create Thread” button.
Change the “Post Title” (optional).
Add body text to the post.
Click on the “Preview Post” button (optional).
. Click on the “Submit Post” button.

© © N o g s~ w D

[EN
o

Forum Home | Search | User Info | My Forums | Options | Add Thread

Forum Home > “Help Desk™ Posts  LastPost Subscribe Edit Delete
 Training 1 | 5/14/10 11:47 AM y

. ideas for Training by Kada Rice i

R Help desk thread 1 5/30/08 11:55AM ~

1 | just for trainig | by Deanna Spain el

Figure 1.8 - Thread Title

Forum Home | Search | User Info | My Forums | Options | Add Thread

Forum Home > Thread > Post

View Flat v
Training - Karla Rice - 5/14/10 11:47 AM NEW

Forum Home = “Help Desk" > Training

Posted By Post
Reply | Quote | Print This Message
Training
1?1?]&‘ The training will last approx 1 month
(3

Figure 1.9 — Modify Thread

Special Text for New Post

When adding a new post, the user has the ability to modify the post body text by using B (bold), 7 (italic),
and/or ¥ (underlining). This is an optional feature.

1. Click on the forum title.
2. Provide the “Thread Title.”
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Provide the “Thread Summary.”

Click on “Create Thread.”

Change the “Post Title.”

Click on either B for bolding, £ for italic, and/or ¥ for underlining (see Figure 1.7).
Provide the text in the pop-up window (see Figure 1.10).

Click on the “OK” button located on the pop-up window.

Click on “Preview Post” (see Figure 1.11).

. Click on “Submit Post” (see Figure 1.11).

Forum Discussions

Posting In: Forum Home > “Help Desk™ > Training

Forum Home | Search | My Fcrums | Options

The page at htips://demo. esportals.com says: |'§i

Post Title: RE: Training

‘Blr u

“I think the training should last longer!

O Subscribe to this Thread
] Notify me of repliesto this post

f—

| Preview Post | | Submit Post | [ Cancel |

Figure 1.10 — Adding “Bold, Italic and/or Underlining” Text

Forum Home | Search | My Forums | Options
Posting In: Forum Home > "Help Desk" > Training '

Post Title: RE: Training

B 7 U
I think the [bltrainingl/b] should last longer!

[ Subscribe to this Thread
] Natify me of repliesto this post

Attachment

|
g

[ Preview Post | | Submit Post | [ Cancel |

Preview

RE: Training
| think the training should last longer!

Figure 1.11 — Preview Post
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ForumHome | Search | User Info | My Forums | Options | Add Thread

Forum Home > Thread > Post

View Flat v
Training - Karla Rice - 5/14/10 11:47 AM NEW
RE: Training - Karla Rice - 5/14/10 12:14 PM NEW

Forum Home = "Help Desk™ > Training

Posted By Post
Reply | Quote | Prirt This Message
Karla Rice Training
511410
11:47 AM The training will last approx 1 month
Reply | Quote | Prirt This Message
Karla Rice RE: Training
5/14/10
1214 PM | think the training should last longer!
]

Figure 1.12 —Thread Postings

Adding Attachments

Any user that has been granted access to “Create Threads” to a forum has the ability to “Add Attachments” to
the “Post.”

© © N o g bk~ w DR

Click on the forum title.

Provide the “Thread Title.”

Provide the “Thread Summary.”

Click on the “Create Thread” button.

Provide the body text to the post.

Click on the “Browse” button to add attachments (see Figure 1.11).
Select the desired file and click the “Open” button (see Figure 1.13).
Click the “Add” button to attach the document(s) (see Figure 1.14).
Click on the “Preview Post” button (optional).

10. Click on the “Submit Post” button to view “Post” with “Attachment” (see Figure 1.15).

76

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
11-10110-010



COMPLETE PORTAL USER GUIDE

Forum Discussions i Home Loearch LLY rums | Options

File Uploac
Posting In: Forum Home > "Help Desk” > Training joLpiced

Lockin: | [ Guides ~ OF i E-
Title: BE- Tead L) AdminUserGudes erormessagePiocedure 1.1
Fost g RE: Training L2 Case Mgmt-SAR #]escalation Procedures -ESPLL
My Recert | (L) Core Tool - User Gusdes e - DFaMS_Lser Guide_v1.1
Documents | 73 Core Tool- User Guides FOFs #]ese - Dusing Inermatonally 1.1
B 7 U - CIDFAMS Bnerarchy
B CIDOEFACTS (] inctementweaterPeiey 1.1
Desidop CE Team ] 1ntarnet-Phone Down Procedurest. 1
CIESA Guides ] 1vtation P asswer dDocument
s ) asmer Pl caart
"} Cinfotrak 1} | tp s dFbchart
CoNAsSA 550 User Guide
My Doctmants C)Mew Core Tool Guides ] Tracktprocedure
. CoPs
g’ I token anakam docs
Wy ) DaaingInternationaly
O Subscribe to this Thread
O Notify me of replies to this post i S
MyNewok | Feacipe: | AFies ~
Aftachment Browse...
| Preview Post | | Submit Post | i Cancel |

Figure 1.13 — Browse pop-up window

Forum Home | Search | My Forums | Options

Posting In: Forum Home > "Help Desk” > Training

Post Title: RE: Training

B 7 U
Hierarchy Training on Monday

O subscribe to this Thread
1 Notify me of repliesto this post

scrners
- hierarchy doc

| Preview Post | | Submit Post | [ Cancel |

Figure 1.14 — Document Attached

Forum Home | Search | User Info | My Forums | Options | Add Thread

Forum Home > Thread > Post

View Flat b

Training - Karla Rice - 5/14/10 11:47 AM NEW
RE: Training - Karla Rice - 5/14/10 12:14 PM NEW
RE: Training - Karla Rice - 5/14/10 12:34 PM NEW

Forum Home > "Help Desk" = Training

Posted By Post
Reply | Quote | Prirt This Message |
RE: Training
5/14/10 Hierarchy Training on Monday
12:34 PM =
Aftachments: hierarchy.doc
2

Figure 1.15 — Post with Attachment

Edit/Delete Thread
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Only the “Admin” of the forum can edit and/or delete the thread. Once the thread has been deleted, it cannot
be retrieved.

Edit Thread

1. Click on the Forum title.

2. Clicking on the I icon under the “Edit” column next to a specific thread (see Figure 1.16).
3. Type the modifications in the “Thread Title” and/or “Thread Summary” (see Figure 1.17).
4. Click on the “Update Thread” button.

Delete Thread

1. Click on the Forum title.

2. Click on the ® icon under the “Delete” column located next to a specific thread (see Figure 1.16).
3. Click on the “OK” button to confirm deletion of a specific thread (see Figure 1.18).

Forum Home | Search | User Info | My Faums | Options | Edit This Forum | Add Thread

Forum Home > Karlas Forum Posts Last Post Subscribe Edit Delete
| SHTM0 1204 PM

|-—_—j 1 by Karia Rice =l 4 of

Figure 1.16 — Edit/Delete Thread

Forum Home | Search | My Forums | Options
Posting In: Karlas Forum » New Thread

Thread Name": My thread
Thread Summary:

Move to Forum:

- select a forum — v

* Required

[Update Thread | [ Cancel |
Figure 1.17 — Update Thread
® Forum Home | Search | User Info | My Forums | Options | Edit This Forum | Add Thread
The page at hitps://dema.esportals.com says: -

Forum Home > Karlas Forum - - I . Posts Last Post Subscribe Edit Delete

B e Are you sure that you want to delete? .51'1?]'10 TP =i

(] Mytveag 1 by Karta Rice (P S

Co ] (o ]

Figure 1.18 — Delete Thread Confirmation

Moving a Thread

The user must be an “Admin” over both the receiving Forum and giving Forum in order to “Move” a thread.

1. Click on the Forum title to “Edit” a specific thread.
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Click on the ' icon under the “Edit” column.

Click on the drop-down box “Move to Forum” (see Figure 1.18).
Click on the desired Forum.

Click on the “Update Thread” button.

a M wDN

Posting Messages

Each thread consists of messages. The user with the “Create Threads” and “Post Replies” rights has the
option to add a message (Post) to a thread. A “Forum” must have a “Thread” in order for a user to “Post” to it.
The user also has the ability to reply with a “Quote,” “Print This Message” and “Add Attachments” to a specific
thread. In addition, the “Admin” has the ability to “Move” a “Post” and all associated threaded messages.

Reply /Post

A user that has been granted access to “Create Thread” for a specific forum can add a new post to the thread.
The user then, has the ability to reply to existing posts within a thread.

1. Click on the Forum.

2. Click on the name of a specific thread (see Figure 1.16).

3. Click on the “Reply” link (see Figure 1.19).

4. Add body text to the post (see Figure 1.20).

5. Click on the “Preview Post” button (see Figure 1.21).

6. Click on the “Submit Post” button (see Figure 1.21).
Forum Home | Search | User Info | My Forums | Options | Add Thread
Forum Home > Thread > Fost
View Flat ¥

My thread - Karla Rice - 5/117/10 12.04 PM NEW

Forum Home > Karlas Forum > My thread

Posted By Post
Move | Reply | Quote | Print This Message
Karla Rice My thread
517110
1204 PM My Post

Figure 1.19 — Move/Reply/Quote Thread
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Forum Home | Search | My Forums | Options

Posting In: Forum Home > Karlas Forum > My thread

Post Title: RE: My thread

B 5 U

O Subscribe to this Thread
O Notity me of replies to this post

Attachment: Browse.. || Add
[ Preview Post | | SubmitPost | | Cancel |
Figure 1.20 — Posting Text
Forum Home | Search | My Ferums | Options

Posting In: Forum Home > Karlas Forum > My thread
Post Title: RE: My thread

B r U

I want to preview my post

O subscribe to this Trread
o Motify me of replies to this post

Attachment: Browse... Add_[
| Preview Post | | SubmitPost| | Cancel |
Preview
RE: My thread

| want to preview my post

Figure 1.21 - Preview Post

Move Post

A user that has “Admin” rights for a specific forum can add a new post to the thread. The user then, has the
ability to “Move Post.”

a M wnh e

Click on the Forum title.

Click on the name of a specific “Thread.”

Click on the “Move” link located next to a specific “Post” (see Figure 1.22).

Click on the drop-down box to select a target forum (see Figure 1.23).

Click on a specific forum name.

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
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6. Click on the drop-down box and select an “existing Thread” (see Figure 1.24).
Click on the “Move” button.

Forum Home | Search | User Info | My Forums | Options | Add Thread

Forum Home > Thread > Post

View Flat ~
My thread - Karla Rice - S/17/10 12:04 PM NEW

Forum Home > Karlas Forum > My thread
Posted By Post
Move | Reply | Quote | Print This Message
My thread
517110
12:04 PM hy Boat
7
Figure 1.22 — Move/Delete Post
Forum Home | Search | My Forums | Options

Posting In: Forum Home > Karlas Forum > My thread

Post Title: My thread

Step 1. Select the targe! Forum: | -- select a forum -— =
— select a forum —

Karla's New Forum ' -
| Karla's next test Cancel

| testk

Figure 1.23 — Select Target Forum

Forum Home | Search | My Forums | Options

Posting In: Forum Home > Karlas Forum > My thread

Post Title: My thread

Step 1. Select the targe! Forum: Karla's next test ¥

Step 2. Select an existing Thread: | -- select a thread —]~ or Create a new Thread:
— select a thread —
Welcome Move Cancel

Figure 1.24 — Select Existing Thread

Delete Posts

A user that has been assigned with “Admin” rights has the ability to delete a message that has been posted to
a thread. No user can delete or edit a post with replies.

Click on the Forum title to a specific thread.

Click on the name of a Thread.

Click on the '® button to delete the post message (see Figure 1.25).

A w N RE

Click on the “OK” button to confirm deletion of the Post Message (see Figure 1.25).
81

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
11-10110-010



COMPLETE PORTAL USER GUIDE

Forum Home | Search | User Info | My Forums | Options | Add Thread

Forum Home > Thread > Post
View  Flat ]

My thread - Karla Rice - §/17/10 12:04 PM NEW
RE: My thread - Karla Rice - 5/17/10 12:45 PM NEW

The page at https:/idema.espartals.com says: [5%)

e Are you sure that you mant i delete?

Forum Home > Karlas Forum > My thread =3
Posted By Post {
Move | Reply | Quote | Print This Message
Ka i My thread
517110
12:04 PM My Post
Move | Reply | Quote | Print This Message
RE: My thread
51710
12:45 PM Test
[ of
Figure 1.25 — Delete Confirmation
Quote

A user that has been assigned “Post Replies” rights has the ability to “Quote” a specific thread while posting to
a thread.

Click on the name of a Forum.

Click on the name of a specific Thread.

Click on the “Quote” link (see Figure 1.25).

Click on the “Preview Post” button (see Figure 1.26).
Click on the “Submit Post” button.

a M wnh e
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Forum Home | Search | My Forums | Options

Posting In: Forum Home > Karlas Forum > My thread

Post Title: RE: My thrzad

B I U
This is my quote

Karla Rice wrote:
> Test

O Subscribe to this Thread
I Notify me of replies to this post

Attachment: Browse...

Preview Post | | SubmitPost| [ Cancel |

Preview

RE: My thread
This is my quote

Karla Rice wrote:
> Test

Figure 1.26 — Preview Quote

Print Message

Any user with access to a thread has the ability to “Print” a message.

Click on the Forum title.
Click on the name of a specific Post.
Click on the “Print This Message” link (see Figure 1.27).

H w NP

Click on the “OK” button to confirm the print.

Forum Home | Search | User Info | My Forums | Options | Add Thread
Eorum Home > Thread > Post
View Flat h

My thread - Karla Rice - 5/17/10 12:04 PM NEW

RE: My thread - Karla Rice - 5/17/10 12:45 PM NEW

Forum Home > Karlas Forum > My thread

Posted By Post
Move | Reply | Quote | Prnt This Message |
My thread
SM7/10
12:04 PM My Post

Figure 1.27 — Print This Message
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Options

There are two options available for any user to set their preferences to: Notification Options and View Options.

Notification Options

The user has the ability to set the “Notification Options” to either “Notify me of threads created in my
subscribed forums,” or “Notify me of posts created in my subscribed threads.” This will generate a notification
to the user via external notification.

Click on the “Options” link (see Figure 1.1).
Click either and/or both “Notification Options” (see Figure 1.28).
Click on the “Update Preferences” button (see Figure 1.28).

Forum Home | Search | My Forums | Options | Create Forum

Forum Options
Notification Options
0 Notify me of threads created in my subscribed forums

o Notify me of Fosts created in my subscribed threads
View options

View Threads:
Flat -

| Update Preferences | | Cancel |

Figure 1.28 - Forum Options

View Options

The user has the ability to set “View Options” to either “Threaded” or “Flat.” The “Threaded” option shows the
“Threads” in chronological and reply order. And the “Flat” option shows the “Threads” from first to last in
chronological order.

1. Click on the “Options” link (see Figure 1.1).

2. Click the drop-down box under “View Threads” (see Figure 1.28).
3. Highlight the desired “View Threads” option.

4. Click the “Update Preferences” button.

Search

Any user has the ability to “Search” any “Forum” they have been granted access to by: Keyword(s), Title, Title
and Text, and number of days.
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Click on the “Search” link (see Figure 1.29).

Type in text for “Keyword(s).”
Click on the bullet of either “Title” or “Title and Text.”

AP wDn PR

Click on the drop-down box and select how far back the search should be conducted: 60, 45, 30, 15, or
ALL.

Highlight the name of a Forum. By default, the system searches ALL forums.
Click on the “Search” button.

7. Click on the “GO” link within the desired message (see Figure 1.30). This will take the user directly to the
matched thread.

Forum Home | Search | My Forums | Options

Search Forums

Keyword(s): © Tile Only © Title and Text Not older than 60 ~ days old
Search which forums:

g
"Help Desk™

Aimee

Barlow Training

Code Push Slide discussion %

Search Cancel |
Figure 1.29 — Search Forum

) The “go” feature allows the user that has access rights to “Edit,” “Reply,” “Quote,” and “Print
Message” to the Forum.

Forum Discussions

Forum Home | Search | My Forums | Options
Search Results

"Help Desk” > Test
Poster Post Summary
Karla Rice Test
51710
12:02PN Lo
0 replies a0

Figure 1.30 — Search Results
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Frequently Asked Questions (FAQS)

1. Who can create a new forum discussion?

Any user can create a forum discussion.
2. Who has access to participate in Forum?

People that have been granted access by a Forum Admin will have access to participate in a Forum
Discussion.

3. What steps do | take to create a new forum?

Click on the “New Forum” button from the “Forum Main” screen. Fill in the forum name, description,
grant users access and rights, and click on the “Finish” button. For more details, refer to Section 3 -
Create Forum / Manage Access section.

4. How can | create a thread inside a forum?

Click on the “New Thread” button above the forum name. Enter in a new thread name and highlight the
forum under which the thread will be posted. Click “OK.” Refer to Add/Edit Threads section.

5. How do | post a message under a thread?

Click on the arrow next to the forum. When the forum expands to show the thread names, click on the
thread for which you want to post a message. In the right frame, click the “Post new message in this
thread” link. Fill out the subject and message boxes and click the “Post” button. Refer to Posting
Messages section.

6. How do | delete a forum?

To delete a forum, click on the “Admin” link from the top portion of the forums page. Click on the
“Forum Manager” link. Highlight the Forum name to be deleted and click on the “Remove” button.
When prompted to delete the forum, click the “Yes” button. Refer to Section 6- Delete Forum section.

7. Can | delete a thread?

Yes, click on the thread name under the forum. Select the “Delete” button and click the “Yes” button to
perform the deletion. Refer to Delete Thread section.

8. Can | delete a post?
Once you open the post, there is the option to delete. Refer to Delete Posts
9. How do | edit a thread?

To edit a thread, find the thread you want to edit. Click on the “Edit” icon. Edit your information and
click the “Update Thread” button. Refer to Edit Thread section.

10. How do | add an attachment to a post?

When posting a message, click on the “Advanced” button. Click on the “Attachments” button. For
specific instructions, refer to Adding Attachments section.

11. How do | receive notifications when new messages are posted to a forum discussion?

To receive notifications, click on the dot next to the thread name so that it turns RED. When the red
circle appears next to the thread, you are subscribed to receive notifications. Refer to Notification
Options section.

12. How are notifications delivered to me?
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Notifications appear in the form of an internal portal mail message and an external notification to your
regular desktop mail.

13. Why does the Forum Discussion tab stay red after I've read the posting?

The tab will stay red to indicate no one has posted message to the forum for up to 7 days.
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Section 8 — Groups

The “My Groups” feature is similar to creating an address book or distribution list. Instead of selecting users
individually for accessing content, users can be placed in a group listing. My Groups can be used in Secure
Messaging, Calendar, Webport, Survey Wizard, Library and Online Briefings.

View Existing Groups

As shown in Figure 1.0, the “My Groups” screen provides options for creating a new group, creating a new
Meta Group, returning to the “Secure Messaging” tool, and viewing Groups. Under the heading, “Manage
Users In Group”, a listing is displayed of created groups in alphabetical order.

The My Group list shows all groups that the user has created or has access to. Portal Administrators also
have a link to “View All Groups” within their hierarchy/visibility.

1. Click on the “Groups” link.
2. The My Groups screen is displayed with a list of all groups (see Figure 1.0).

O N Cringd

Figure 1.0 — My Groups

Create New Group

The portal provides no limit to the number of groups that a user can create.

Click the “Create Group” link (see Figure 1.0).
Type in a name of the group (see Figure 1.1).
Click the “Create” button.

P w N PRE

To cancel and return to the “My Groups” screen, click on the “Cancel” button.

T My Groups anen

[ nter o v o Tt G O [ Cream |
1 TR G T0D T BB D Py PRt TS THS ol D e [

==

Figure 1.1 - Create Group
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Assign Group Members

Once the group is created, a screen is displayed for granting users access. All users that are granted access
to the group must have visibility over each other. If they do not, then a “Compartment Constraint” message is
displayed.

Verify that the Group Name is correct. Make any desired changes (see Figure 1.2).
Provide a group Description (not required).

Type the first or last name of a user, group name or organization name in the “Search” field.

Hp w NP

Click on the “Search” button. The “Users Not In Group” list is updated with the users that meet the search
criteria and reside in the originator’s visibility/hierarchy.

Highlight the desired user(s).

6. Select the 2] button to move the user(s) into the “Users In List” field. To remove a user’'s name from the
“User’s In List” field, select the ;] button and the user is returned to the “Users Not In Group” field.
Click on the “Finished” or “Update Group Membership” button.

8. Click on the “Cancel” button to cancel the action and return to the “My Groups” screen.

[y Grorn =
L Dwe
Mcte TR Pl ¥ BRMED W] BACE B30 el iedat Criad Memtaring )

ChCH 3R AIRaS 1 0w Bod Of Tt 0 e Tl 0N 3 Srechon tuon (AS] = ir < Remae | 10 move names 1o T 0 g

G)
508 508 (The Cleanng Howe
merean chades N4 —
getea wjetes Hel Desk) L<)
trard brand relp D)
chda chie Melp Do)
ol pen (Hedp Desi) -
—— (oo
Araenel
| Fimshed | Update Grong Membarbeg | Dwlets Group | Cancel

Figure 1.2 — Manage Access

Create Shared Groups

The My Groups tool provides an option called “Shared” Groups, which allows users to create a group that the
members can also use. This feature must be enabled on the portal by a Portal Administrator. By default, only
administrators have the ability to create shared groups, but SAs can adjust a Preference Setting so that all
users have the ability to create shared groups.

1. Click the “Create Group” link (see Figure 1.0).

Type in a name of the group (see Figure 1.3).

Select the checkbox next to the question, “Will this Group be shared with other Portal Members?”
Click the “Create” button.

o r~ WD

To cancel and return to the “My Groups” screen, click on the “Cancel” button.
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Figure 1.3 — Create Shared Group

Assign Shared Group Members

All users that are granted access to the group must have visibility over each other. If they do not, then a
“Compartment Constraint” message is displayed. The owner of a Shared Group has the ability to assign the
member different roles within the group. These three roles are:

e Admin: those users with Admin rights have the ability to utilize the group in their collaboration, receive
access from other group members, and manage user access to the group.

e Member/User: those users with Member/User rights have the ability to utilize the group in their
collaboration and receive access from other group members

e User Only: those users with User Only rights can only use the group for “Sending” purposes. They do not
receive access from other members of the group.

] Important Note: Rights assigned to Shared Group Members will not apply in the Library.
Assigning Shared Groups
Verify that the Shared Group Name is correct. Make any desired changes (see Figure 1.4).

Provide a group Description (not required).

Type the first or last name of a user, group name or organization name in the “Search” field.

© o N o

Click on the “Search” button. The “Users Not In Group” list is updated with the users that meet the search
criteria and reside in the originator’s visibility/hierarchy.

10. Highlight the desired user(s).
11. Select the checkbox corresponding with the role that the highlighted user should have within the group.

12. Select the button to move the user(s) into the “Users In List” field. To remove a user’'s name from the
“User’s In List” field, select the button and the user is returned to the “Users Not In Group” field.
13. Click on the “Finished” or “Update Group Membership” button.

14. Click on the “Cancel” button to cancel the action and return to the “My Groups” screen.
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Figure 1.4 — Assign Shared Group Membership

Group admins have the ability to edit the group after it has been created. They can grant/deny access, change
the name and/or description, and enable/disable the shared feature.

1. Click on the linked name of the Group to be edited (see Figure 1.0).

2. Make any necessary adjustments to the existing membership or name/description fields (see Figure 1.4).
3. Click on the “Finished” or “Update Group Membership” button when finished.

Delete Groups

Group admins have the ability to delete a group. Once deleted, the group cannot be retrieved.

1. View the My Groups list (see Figure 1.0).
2. Click on the corresponding “Delete” button.

3. Click on the “Ok” button to confirm deletion. Click on the “Cancel” button to cancel the deletion request.

OR:

1. View the My Groups list (see Figure 1.0).

2. Click on the linked name of the Group to be deleted.

3. Click on the “Delete Group” button (see Figure 1.4).

4. Click on the “Ok” button to confirm deletion. Click on the “Cancel” button to cancel the deletion request.

Create Meta Groups

Meta Groups have a dynamic membership based on the Users Meta Data search parameters that are set up
by the group admin. Meta Groups can be created by all users when the “Meta Data” capability is enabled by
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the System Administrator. Users can only create a Meta Group based on the specific Meta Tags that they
have been given “Read” or “Write” access by an admin.

Based on the search parameters, the group’s membership updates automaitically as users’ Meta Data is
updated to match the search criteria. The group membership is populated by those users who have been
assigned to the Meta Tag and meet the specific “Search Value”. Users with no visibility to each other can
belong to the same Meta Group, but the visibility rules are applied when one user selects to “send” to the Meta
Group.

Shared Meta Groups have the same behavior as regular Shared Groups. The “shared” functionality must be
enabled by a System Administrator. By default, only administrators have the ability to create Shared Meta
Groups, but all users can be given the capability through the admin Preference Settings. There are no
distinguishing roles within Shared Meta Groups.

1. Click the “Create META Group” link (see Figure 1.0).
Type in a name of the meta group (see Figure 1.5).

To make the group shared, select the checkbox next to the question “Will this Group be public and used by
other Portal Members?”

Click on the “Create” button.

Click on the “Cancel” button to return to the Groups listing.

Provide a group Description (not required).

4
5
6. Verify that the Meta Group Name is correct. Make any desired changes (see Figure 1.6).
7
8. Select a Tag from the dropdown box (see Figure 1.6).

9

Click on the - button.
10. Enter the search value into the provide area (text area, checkboxes, radio buttons, etc.) (see Figure 1.7).
11. Select the order if more than one Meta Tag has been selected for this group.

12. Select “And” or “Or” if more than one Meta Tag has been selected for this group.

13. Click on the Gt button to save the Meta Tag to the group’s search parameters.

14. The Meta Group membership list displays under the “Mail Group Members” header. These users are those
who have been assigned to the particular Meta Tag (see Figure 1.7).

15. Click on the “Finished” or “Update Group” button when finished.

[cmse)

[ Concel |

Figure 1.5 — Create Meta Groups
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Figure 1.6 — Assign Parameters
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Figure 1.7 — View Meta Group Membership

Edit Meta Groups

Group admins have the ability to edit the group after it has been created. They can grant/deny access, change
the name and/or description, and enable/disable the shared feature.

A LW Dd PR

Click on the linked name of the Group to be edited (see Figure 1.0).

Make any necessary adjustments to the name and/or description field (see Figure 1.7).

Click on the 4 button to edit the search value of the Tag (see Figure 1.7).

Click on the © button to remove the Tag from the search parameters (see Figure 1.7).

Delete Meta Groups

Group admins have the ability to delete a group. Once deleted, the group cannot be retrieved.

1.
2.

View the My Groups list (see Figure 1.0).

Click on the corresponding “Delete” button.

OR:

1.
2.
3.

View the My Groups list (see Figure 1.0).
Click on the linked name of the Group to be deleted.
Click on the “Delete Group” button (see Figure 1.7).
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Frequently Asked Questions (FAQS)

1. What is the purpose of Groups?

Groups are customized lists of users similar to address books in a desktop email program. Groups are
used when sending secure mail and when giving access to calendar postings, library categories and
online briefings. Instead of having to hunt for users individually every time you want to give access to
your content, you can create a group. Refer to View Existing Groups for details.

2. Where are Groups used within the portal?

Groups are used within Secure Messaging, Calendar, Library and Online Briefings.
3. How do | create a Group?

Refer to Create New Group for details.

4. What are shared groups?

Shared Groups are those that are made available to the members for use even though they did not
create the group. The users can select the group to send a secure message or give access to a library
category/document, online briefing or calendar event.

5. Can | edit the groups | created?

Yes. Click on the “My Groups” link on your Home page or click on the “My Groups” link within the
Secure Messaging tool. Click on your group name. Edit the information and click the “Finished” button
to save your changes.

6. How do | delete a Group?

After selecting the “My Groups” link from your Home page or within Secure Messaging, click on the
“Delete” button next to the group name.

7. When Groups are deleted, is there any way to retrieve them?

No.
8. What is a Meta Group?

A Meta Group is a group where the users are linked by a common value on specific User Meta Tags.
9. Do I need to update the group membership for a Meta Group?

No. The membership for a Meta Group is dynamic. As users’ Meta Data are updated, they are
automatically added to the Meta Group if the Meta Data value matches the search parameters of the

group.

94

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
11-10110-010



COMPLETE PORTAL USER GUIDE

Section 9 — Library

The core tool, Library, is an area for documents to be stored for future reference. The Library is divided into
two main categories: Public and Private. Users with Site or Community Administrator rights create the “Public”
categories. Documents submitted to this category are seen by every user on the portal regardless of
organizational hierarchy. A user that creates a “Private” category becomes the category owner. Documents
within this category are restricted only to those users granted access by the owner. Community Administrators
can view the “Private” category name and owner, but not the documents unless granted access. The terms
category and folder are equivalent and used throughout this section.

As shown in Figure 1.0, library categories appear on the left hand side of the “Library” screen. Public
categories are listed under the “Public Library Categories” heading. Private categories, created by users, are
listed under the “Private Library Categories” heading. Users can only see the categories they have been
granted access. Categories may also contain subcategories.

Another feature of the Library tool is document management, which provides a means for users to upload and
download documents, perform searches, and modify and/or delete documents in multiple categories
simultaneously.

To access the Library tool, select the “Library” link from the Home page, under the Collaboration Tools menu or
from the navigation bar.
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Figure 1.0 — Library Main

All Categories

The “All Categories” tab is located on the left hand side of the Library screen. This area allows you to search
categories, access personal documents, view new documents, access public and private document categories.
Site and community administrators will also see an orphaned content link, if there is any content that no longer
has an administrator.

Search Categories
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The “Search Categories” tool allows you to search for documents within any of the categories. To search fill in
as much information as you have on the document. The search will filter through all file names, owner’s
names, document titles and document descriptions. It is not case sensitive and partial strings are allowed. The
more specific the information, the fewer the number of results returned.

Search
1. Click on the “Search Categories” link.

2. Type in the file name, document title, description, or author’'s name and click on the “Search” button. To
clear the information, click on the “Clear” button (see Figure 1.1).

3. The documents that match the search criteria appear by document title, category name, owner and date
the document was uploaded.

4. To perform another search, click on the “New Search” button (see Figure 1.2).
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Figure 1.2 - Search Results

My Documents

Shows all documents you are able to access. You are able to search specific documents, search by first letter
(A-Z) of name or description, change the number of results that can be viewed on each page (max 50) and
move ahead/back to view results on other pages.
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Figure 1.3 — My Documents

Search All My Documents
1. Click the “My Documents” button, on the left hand frame of the library screen. (see Figure 1.3).

2. Alist of documents is shown by name, file type, category, owner, upload date, file size, and number of
downloads.

3. Toincrease the number of documents displayed, use the drop down arrow and select the appropriate
number per page.

4. Click on the “Submit” button and the search results are shown.

New Documents

This area displays documents that you have not downloaded and have been posted within the last week (see
Figure 1.4). Refer to Section 4 — New Documents for additional information.
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Figure 1.4 — New Documents

Public Library Categories
Top 10 Public Documents

This area shows the ten most downloaded public documents in the library, in order from highest to lowest (see
Figure 1.5). To access the top 10 public documents, click the link under the Public Library Categories heading,
on the left hand side of the library.
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Figure 1.5 —-Top 10

View/Download Documents

To view/download documents under a category or subcategory:

1. Click on the category name. Documents are alphabetically listed by name/description, file type, category,
owner, date uploaded, size, and number of downloads (see Figure 1.6).

2. Click the document name.
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Options to open or save the file are displayed.

Select the “save” option and the file is downloaded to the specified directory location. Select the “open”
option and the file is displayed without saving the file. Each time the file is downloaded, the number
increases under the “Download” column. Category owners can click on the “View History” link to view the
users, their employers, the time of the last download and number of times downloaded (see Figure 17).

5. View documents within a subcategory by clicking on the subcategory name and then document title.

W - e

Figure 1.7 - View History

Delete Documents

Once a document is deleted, it cannot be retrieved.

Click on the “Delete” button next to the document name.
A confirmation screen is displayed (see Figure 1.8).

Click on the “Delete” button to delete the document.

P w N PRE

Click on the “Do Not Delete” button to cancel the action and return to the previous screen.
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Figure 1.8 - Confirmation Screen

Create New Category
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Only Site Administrators and Community Administrators can create new public library categories.
1. Click on the “New” link (see Figure 1.0).

2. Ifthe CA or SA manages more than one community or a community with sub-organizations, the user must
first choose which community to create the public library category in (see Figure 1.9).

3. Type in the name of the category (see Figure 1.10).
Click on the “Create” button. Click on the “Cancel” button to return to the main library.

Once a category is created, the category folder is displayed in the right-hand “Library” frame. It is also
listed alphabetically under the appropriate library category heading (i.e., Public or Private)(see Figure
1.11).
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Figure 1.11 — View Public Category

] If the user fails to enter a name for the category and selects the “Create” button, an error
message is displayed.

You must enter a name for the category before proceeding.

Create Sub-Folder
Only Site Administrators and Community Administrators can create sub-folders for public library categories.
1. Click on the “Create Sub-Folder” link (see Figure 1.11).
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Type the name of the sub-folder (see Figure 1.12).
Click on the “Create Folder” button.

Confirmation that the Sub-Folder was created (see Figure 1.13).
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Figure 1.13 — Sub-Folder Created

Add to FOI

This link is used to add specific folders to Folders of Interest (FOI), so that they can be easily accessed in the
future. For more information, refer to Section 3 — Folders of Interest.

Upload Document

All users who have access to the category can upload documents into that category. Once the document has
been uploaded, the owner must approve the document before it can become visible.

a v nh e

Click on the category name from the main Library.

Click on the “Upload Document” link (see Figure 1.13).

Type in the title and a description in the “Upload Document” screen (see Figure 1.14).
Click on the “Browse” button to select a file.

Click on the “Upload” button and then the “Finished” button. A message is displayed stating the document
was successfully uploaded into the library.
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Figure 1.14 - Upload Document to Public Category

Copy Document to Other Folders

The Content Manager right allows all administrators (Site Administrators, Community Administrators and
Organizational Administrators) or users with this assigned right to copy documents (other than RCS
documents) into multiple folders when they upload a document into a public or private folder. The document
may be copied into multiple folders and across multiple compartments at one time.

1. Click the Upload Document link.
2. Fillin the Title and Description of the document (see Figure 1.14).

3. Select the “Copy Document to Other Folders” checkbox and the list of folders that can be selected, will be
displayed below it.

Highlight the folder or hold “Ctrl” button to select more than one folder.
Click on the “Browse” button to select a file.

Select the “No” radio box next to RCS because you may not copy RCS documents into other folders.

N oo g &

Check the box, “Send Naotifications,” to send a notification to all users who have access to the library
categories (optional). The “Send Notifications” box may not be visible to users. If this is the case, then the
portal is set up so that notifications are always sent to the users who have access whenever a file is
uploaded.

8. Click on the “Upload” button and then the “Finished” button. A message is displayed stating the document
was successfully uploaded into the library.
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Figure 1.15 — Copy to Other Folders

Approval of Uploaded Document in Public Category

If a user uploads a document into a public category, then the owner of that category (CAs and SAs only) must
approve the document before it will be available to users to download. When the owner of the category enters
the Library tool, he or she will see the words, “Approvals Pending” (see Figure 1.16). Additionally, the name of
the document will be replaced with the link, “Acceptance Pending.”

1. Click on either the “You Have Approvals Pending” or “Acceptance Pending” link.

2. Select the radio box “Accept,” “Deny,” or “Ignore” (see Figure 1.17). If the “Ignore” option is chosen, the
document remains pending until the admin approves or denies it.

3. Click on the “Send Notification” checkbox if you would like to send a notification to the user who uploaded
the document, informing them whether the document was accepted or denied.

4. Click on the “Process Selection(s)” button. A confirmation screen is displayed (see Figure 1.18).

o My Documents

o) Sewch campen ) Sewch metatats

+Tog 83 Putisc Documanty
1V (ns LI AECrTvan Penoeg

AW DepOumarty

Figure 1.16 — Approvals Pending
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Litwary Mlarta’s Publc § older

Figure 1.18 — Confirmation of Approval/Denial

After the owner of the public category approves or denies the document and checks the “Send Notification”
box, the user who uploaded the document will receive an external notification, informing him of the approval or
denial (see Figure 1.19 and 1.20).
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Figure 1.19 — Approval Notification
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Figure 1.20 — Denial Notification
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Bulk Upload

Bulk Upload allows a user to upload multiple files at one time into the Library. A single file cannot exceed 4
MB, and the entire bulk load cannot exceed 30 MB. The right to bulk upload is restricted to SAs, CAs and
assigned users with this right. The bulk uploading process is limited to uploading into one folder at a time. The
“Name” and “Description” is set to the client file name by the portal. (***NOTE: The Bulk Upload feature only
works with Internet Explorer and Flash Player 8 or above. This feature is not enabled on all portals).

N oo g &

10.

Click on the “Bulk Upload” link (see Figure 1.13).
Click on the “Browse” button (see Figure 1.21).

Select which files to upload. To select multiple files, hold the “Shift” or “Ctrl” key down while making
selections (see Figure 1.22).

Click on the “Open” button to add the file to the list to be uploaded.
To remove a file before uploading, highlight the file and click on the “Remove” button.
Click the “Reset” button to remove all files.

Check the box, “Send Naotifications,” to send a notification to all users who have access to the library
categories (optional).

When finished selecting the files, click on the “Upload” button.

When the system is finished uploading the files, text below the file box indicates whether the file upload
was successful or not (see Figure 1.23).

Click on the “View Folder” link to return to the folder and view the documents currently in the selected
folder.
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Figure 1.21 — Browse Documents for Upload
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G et | S— ¢ ey
Figure 1.22 — Selected Files for Upload
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Figure 1.23 — Bulk Upload Completed

Manage Access

Manage access allows Site Administrators and Community Administrators to add/remove other Admins from
categories. SAs may only add other SAs and CAs. CAs may only add other CAs.

To grant admin access to the category:

1. Click on the category from the left-hand frame.

When the category is displayed, click on the “Manage Access” link in the upper right-hand corner.
Type in the name of a user in the “Search” field (see Figure 1.24).

Highlight the appropriate user name.

a M DN

Click on the “Include Subs?” check box if the user should have access to all sub-folders created below the
parent folder.
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6. Select the bullet next to “Admin.”

7. Click on the 21 button to grant the access. Highlight a user’'s name and select the ~<I putton to move a
user back to the “Available Users” list to revoke access.

Click on the “Update Category” button and then click on the “Finished” button.

Select the “Cancel” button to return to the Library.
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Figure 1.24 — Manage Access

] To select multiple user names in a row, hold the shift key and highlight the names, select the
user right, and click on the “>" button. To select more than one user and skip users within the
list, hold the Ctrl key, highlight the names, select the user right, and click on the “>” button. The
user names are moved to the “Users in Category” field.

View Access

This area will display administrators and organizations that have access to that category. Admins will be listed
at the top in alphabetical order. The organizations will be listed in alphabetical order below the list of admins.
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Figure 1.25 — View Access
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Manage Folder

The Manage Folder link allows the user to move, copy and delete a folder. The folder Admin has the ability to
move and copy the folders, as well as add multiple Administrators to a folder for both “Public” and “Private”
categories within the same organization.

Move
Only the folder Admin is able to move a folder from one top level to another and/or category.

a bk wn e

Select a folder that you have created and click on the “Manage Folder” link (see Figure 1.25).
Highlight the name of the category that will be the new “parent” for the category (see Figure 1.26).
Check the box “Include Sub Categories” to also move all sub folders (optional).

Click on the “Move” button.

Click on the “Return” button to return to the Library. The folder is now a sub to the new parent folder (see
Figure 1.27).

W To The Admin over the folder cannot “Move” a top level folder to another top level folder within
the same category. The Admin over the folder however, can move the top level folder to a “Sub
Category” of the top level.
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Figure 1.27 — Move Folder Confirmation
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Copy

The folder Admin, SAs, and CAs with explicit access have the ability to copy a folder from any level and
category to another.

1. Select the folder to be copied.
2. Click on the “Manage Folder” link (see Figure 1.25).
3. Highlight the name of the category that will be the new “parent” for the category (see Figure 1.26).
4. Check the box labeled, “Include Sub Categories” (optional).
5. Click on the “Copy” button.
6. The folder is now copied to a new parent folder (see Figure 1.28).
) St cuingury [ Summh smatndut The folder copy was completed successtully
e e -J-»... . . B O Creste Bubimider o AMWFON T Upload Documest 1) Bus Upisad
tﬂ-uﬂmm
i it e v
S SAAL fiar Yiew Meta Dat
L et Soacier & 115 28 Trarera S 42 5ot g pomarp et ot Roce 20100830 2039200 2128 o of
. @ehos com I }-su.'-uu-vm-au ~
L teee’s putic 0w Meta Dty
Figure 1.28 — Copied Folder
Delete

The folder Admin, SAs and CAs with explicit access have the ability to delete a folder from any level and
category. Once a category is deleted, all documents within that category are also deleted and may not be
retrieved.

Select the folder to be deleted.
Click on the “Manage Folder” link (see Figure 1.25).
Select the “Delete Folder” button (see Figure 1.26).

Hp w NP

request and return to the “Manage Folder” area (see Figure 1.29).

5. Delete Confirmation Screen (see Figure 1.30).

) Subfolders must be deleted before the main folder can be deleted.

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
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Click on the “Delete” button to confirm deletion. Click on the “Do Not Delete” button to cancel the deletion
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Figure 1.30 — Deletion Completed
View Folder

This link is used to take the user back to the main view of the folder.

Private Library Categories
Top 10 Private Documents

This area shows the ten most downloaded private documents in the library, in order from highest to lowest. To
access the top 10 private documents, click the link under the Private Library Categories heading, on the left
hand side of the library.

View/Download Documents

To view or download documents under a category or subcategory:

1. Click on the category name. Documents are alphabetically listed by name/description, file type, category,
owner, date uploaded, size, and number of downloads (see Figure 1.31).

Click the document name.
Options to open or save the file are displayed.

Select the “save” option and the file is downloaded to the specified directory location. Select the “open”
option and the file is displayed without saving the file (see Figure 1.32). Each time the file is downloaded,
the number increases under the “Download” column. Category owners can click on the “View History” link
to view the users, their employers, the time of the last download and number of times downloaded (see
Figure 1.33).

5. View documents within a subcategory by clicking on the subcategory name and then document title.
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Figure 1.33 - View History
Delete Documents
Once a document is deleted, it cannot be retrieved.

Click on the “Delete” button next to the document name.
A confirmation screen is displayed (see Figure 1.34).
Click on the “Delete” button to delete the document.

AP w N PRE

Click on the “Do Not Delete” button to cancel the action and return to the previous screen.
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Figure 1.34 - Confirmation Screen

Create New Category
1
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Click on the “New” link (see Figure 1.35).
Type in the name of the category (see Figure 1.36).
Click on the “Create” button. Click on the “Cancel” button to return to the main library.

Once a category is created, the category folder is displayed in the right-hand “Library” frame. It is also
listed alphabetically under the appropriate library category heading (i.e., Public or Private)(see Figure
1.37).
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Figure 1.36 - Create a Category Name
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Figure 1.37 — View Private Category

W If the user fails to enter a name for the category and selects the “Create” button, an error
message is displayed.

You must enter a name for the category before proceeding.

Create Sub-Folder

1. Click on the “Create Sub-Folder” link (see Figure 1.37).
Type the name of the sub-folder (see Figure 1.38).
Click on the “Create Folder” button.

P w DN

Confirmation that the Sub-Folder was created (see Figure 1.39).

Litwary - 11 My Private Categor

Figure 1.38 - Create Sub-Folder

N Only Site Administrators and Community Administrators have the ability to add/delete an Admin
from any category (not If the folder contains subcategories, a “+” symbol appears within the

folder icon “¢ . Click on the folder icon to view the subcategories. As shown in Figure 1.39, a “-”
symbol within the folder indicates that the subcategories are expanded. The number next to the
category name refers to the number of documents within that category.

Matage Acoess e ACCess  Wanage Foker

- B T T

New Folder, September Subfolder, has been created

J Bl () CresteSuntider o AMINFOL T Upload Document

Figure 1.39 — Sub-Folder Created
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Add to FOI

This link is used to add specific folders to Folders of Interest (FOI), so that they can be easily accessed in the
future. For more information, refer to Section 3 — Folders of Interest.

Upload Document

All users who have admin or user access to the category can upload documents into that category. Once the
document has been uploaded, the owner of the document has the ability to edit the name and description.

a M wnh e

W View Only users can view documents, but will not be able to upload documents.

Click on the category name from the main Library.

Click on the “Upload Document” link (see Figure 1.39).

Type in the title and a description in the “Upload Document” screen (see Figure 1.40).
Click on the “Browse” button to select a file.

Select the “No” radio box if Revision Control is not required. Click on the “Yes” radio box for Revision
Control (for “Private” categories only).

Check the box, “Send Naotifications,” to send a notification to all users who have access to the library
category (optional). For an explanation of Natifications, click on the “Notifications” link (see Figure 1.41).
The “Send Notifications” box may not be visible to users. If this is the case, then the portal is set up so that
notifications are always sent to the users who have access whenever a file is uploaded.

See Figure 1.42 for an example of the Notification sent to the owner of the category.

Click on the “Upload” button and then the “Finished” button. A message is displayed stating the document
was successfully uploaded into the library.
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Figure 1.40 - Upload Document to Private Category
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Portal Information

Close this window to return to the previous section
Library Notification

By selecting "Send Notification™ all visible members of the current folder will
receive a Secure Message and a notification that this documentwas uploaded to
this folder

[ Close Window ]

Figure 1.41 — Portal Information

Figure 1.42 — Library Notification

Copy Document to Other Folders

The Content Manager right allows all administrators (Site Administrators, Community Administrators and
Organizational Administrators) or users with this assigned right to copy documents (other than RCS
documents) into multiple folders when they upload a document into a public or private folder. The document
may be copied into multiple folders and across multiple compartments at one time.

1. Click the Upload Document link.
2. Fillin the Title and Description of the document (see Figure 1.43).

3. Select the “Copy Document to Other Folders” checkbox and the list of folders that can be selected, will be
displayed below it.

Highlight the folder or hold “Ctrl” button to select more than one folder.
Click on the “Browse” button to select a file.

Select the “No” radio box next to RCS because you may not copy RCS documents into other folders.

N oo g &

Check the box, “Send Notifications,” to send a notification to all users who have access to the library
categories (optional). The “Send Notifications” box may not be visible to users. If this is the case, then the
portal is set up so that notifications are always sent to the users who have access whenever a file is
uploaded.

8. Click on the “Upload” button and then the “Finished” button. A message is displayed stating the document
was successfully uploaded into the library.
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Figure 1.43 — Content Manager

Revision Control System

If the user selects the “Yes” radio box for revision control, the Revision Control System screen is displayed
(see Figure 1.44). Use this screen to grant specific user’s rights to the RCS document

1. Type the name in the “Search” field.

2. Click on the “Search” button to search for a user. The “Available Users” box is now updated with the
search results.

Highlight the names of the users under “Available Users” field.
Select a user right (i.e., Admin, Edit, Vote, and/or View) by clicking on the appropriate check box.

e Admin — ability to download the document, view previous versions, edit the document, force unlock,
manage access, vote and view votes.

e Edit — ability to download the document, view previous versions, edit the document and can unlock the
document (only if you have it locked).

e Vote - ability to download the document, view previous versions and vote.

e View - ability to download the document and view previous versions.

Click on the =] button to move the users into the “Users in Category” field.

View users with a particular access right by clicking on the appropriate check box under “Show Users with
these Rights.” Click on the “Refresh” button. The “Users in Category” field is updated to include the users
with that access right.

7. Type the voting question in the “Voting Question” field, if required and select the “No” or “Yes” radio box to
allow multiple votes by a user.

8. Click on the “Save” button.
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9. Click on the “Update” button and then the “Finished” button.
10. Click on the “Cancel” button to cancel changes and returning to the main library.
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Figure 1.44 - Revision Control System

N To select multiple user names in a row, hold the shift key and highlight the names, select the
appropriate user right, and click on the “>” button. To select more than one user and skip users
within the list, hold the Ctrl key, highlight the names, select the appropriate user right, and click

on the “>" button. The user names are moved to the “Users in Category” field.

Once a document includes revision control, users are able to download the document for editing purposes (see
Figure 1.45). Each time the document is edited it will be stored so that the user may go back to view any
“Previous Versions” of the document. Category owners can manage user access and or documents, by
clicking on the “Manage Document,” “Manage Access,” “View Access,” “Manage Folder,” and “Search” links
(see Figure 1.45). The “Revision Control System” screen allows the category owner via the “Manage
Documents” link to move, copy, edit or delete (see Figure 1.46). The user has the ability to “Manage Folder,”
“Manage Access,” “View Access,” “View Folder,” or “Search” depending on the rights (see Figure 1.46). Users
with “Edit” rights will see a “Manage Documents” link. Selecting this link allows users to download the
document for editing purposes.
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Figure 1.45 - RCS Document (Admin View)
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Figure 1.46 - Manage Documents

Edit Version (RCS documents only)
Users with “Edit” rights will have the option to edit the document.

Click on the “Edit Version” link.

2. The user has the option to download the document without locking out other users. Click on the
“Download” button and select the open or save options (see Figure 1.47).

3. Tolock out other users from editing the document, click on the “Yes, Continue” button. The next screen
displays a message that the document is locked until it is checked back into the library.

Click the “Download” button to download the document for editing.
After editing, return to the library category to check the document in.

Click on the “Check Document In” link or click on the “Unlock/Cancel” link to unlock the document and
return the original version of the document to the category (see Figure 1.48).

7. To check the edited document in (see Figure 1.49):
i. Click on the “Browse” button and select the edited document to be uploaded.

ii. Click on the “Upload” button. A message is displayed stating the document has been uploaded and the
document version number has been changed.
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Figure 1.47 - Download a Document
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Figure 1.48 - Check-In and Unlock a Document
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Figure 1.49 - Check Document In

Turn RCS “On” or “ Off”

The Admin of the document has the ability to turn the RCS “on” or “off” at a time. If the user selects the
“Manage Documents,” the Manage Document screen is displayed (see Figure 1.48).

Click on “Edit” next to the document.
Edit the Description and Name in the appropriate fields, if appropriate (see Figure 1.50).
Click on the bullet next to “Place under RCS” to turn RCS “on” or “Remove from RCS” to turn RCS “off.”

A w NP

Click on the “Update” button and the user will receive a confirmation the document has been updated.
Click on the “Cancel” button to return to the Manage Document screen without updating the RCS controls.

5. Click on the “View Folder” link to return to the Document Versions screen.
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Figure 1.50 - Admin Revision Controls

Bulk Upload

Bulk Upload allows a user to upload multiple files at one time into the Library. A single file cannot exceed 4
MB, and the entire bulk load cannot exceed 30 MB. The right to bulk upload is restricted to SAs, CAs and
assigned users with this right. The bulk uploading process is limited to uploading into one folder at a time. The
“Name” and “Description” is set to the client file name by the portal. (***NOTE: The Bulk Upload feature only
works with Internet Explorer and Flash Player 8 or above. This feature is not enabled on all portals).

Click on the “Bulk Upload” link (see Figure 1.51).
Click on the “Browse” button (see Figure 1.52).

Select which files to upload. To select multiple files, hold the “Shift” or “Ctrl” key down while making
selections (see Figure 1.53).

4. Click on the “Open” button to add the file to the list to be uploaded.
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To remove a file before uploading, highlight the file and click on the “Remove” button.
Click the “Reset” button to remove all files.

Check the box, “Send Notifications,” to send a notification to all users who have access to the library
categories (optional).

When finished selecting the files, click on the “Upload” button.

When the system is finished uploading the files, text below the file box indicates whether the file upload
was successful or not (see Figure 1.54).

10. Click on the “View Folder” link to return to the folder and view the docurnents currently in the selected
folder.
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Figure 1.52 — Browse Documents for Upload
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Figure 1.53 — Selected Files for Upload
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Figure 1.54 — Bulk Upload Completed

Manage Access

When viewing your library category, the “Manage Access” link is displayed in the upper right-hand corner. The
user’s access rights determine which links are shown. For Public folders, click on the “Manage Access” link
and a screen is displayed with the user names, organizations and groups that can access the folder along with
their user rights. Only Site or Community Administrators can grant access to and delete Public categories.

Once a Private category is created, the category owner may grant access to organizations, groups, and/or
users and change current rights (see Figure 1.55). The owner of a Private category has the ability to assign

the member different roles within the folder. These three roles are:

e Admin: those users with Admin rights have the ability to manage the folder and any documents within the
folder, upload documents, create sub-folders, delete documents and manage user access to the folder and

sub-folders.
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User: those users with this right have the ability to upload documents, view and download documents,
search the folder and view access to the folder.

View Only: those users with View Only rights have the ability to view and download documents, search the
folder and view access to the folder.

/A Rights assigned through My Groups (for Shared Groups) will not be applicable in this tool.

To grant user access to the category:

9.

Click on the category from the left-hand frame.
When the category is displayed, click on the “Manage Access” link in the upper right-hand corner.

Select the “Orgs,” “Users,” “My Groups,” and/or “Channels” check boxes and click on the “Refresh List”
button. The “Available Users” field is updated with the user selection (see Figure 1.3). Depending on your
portal configuration, if you choose the “Users” radio box, you may need to type in search criteria and
execute a search before the list will contain matching and available records.

Type in the name of a user, group, or organization in the “Search” field. Depending on your portal
configuration, the administrator may have set a minimum number of search characters. (The minimum
number of search characters does not apply to Site and Community Administrators). You will receive an
error message if there is a minimum search criteria established and you have entered fewer characters
than the set minimum.

Highlight the appropriate user name.

Click on the “Include Subs?” check box if the user should have access to all sub-folders created below the
parent folder.

Select the rights that each user should have by clicking on the bullet next to “Admin,” “Read/write,” or
“Read Only.”

Click on the 2 button to grant users rights and access. Highlight a user's name and select the <! button
to move a user back to the “Available Users” list to revoke access.

Click on the “Update Category” button and then click on the “Finished” button.

10. Select the “Cancel” button to return to the Library.
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Figure 1.55 — Manage Access

Gy To select multiple user names in a row, hold the shift key and highlight the names, select the
user right, and click on the “>” button. To select more than one user and skip users within the
list, hold the Ctrl key, highlight the names, select the user right, and click on the “>” button. The
user names are moved to the “Users in Category” field.

Tips for Managing Access of Parent and Sub- Folders

e When granting access to a parent folder, click on the “Include Subs” box if you would like the user(s) to
automatically have access to any sub-folder. When the administrator does not check "Include Subs," those
users and/or organizations will be available to grant access to a sub-folder but they won't automatically
have access.

e When granting access to a sub-folder, the folder administrator will only be able to grant access to those
users and/or organizations that have been granted access to the parent folder.

e Removing a user from the parent folder automatically removes them from all sub-folders.

e If an organization is granted access to the parent folder, the user cannot add or remove individuals from
that organization from the sub-folder level (it must be done at the organization level).

e To manage individual users the sub-folder level, they must be added as users at the parent folder level.

¢ You may change the rights of active participants in the current folder by selecting a user, selecting a right
and then pressing the "Change Rights" Button.

e You may change the rights of active participants in the current folder AND all sub-folders by selecting a
user, selecting a right, checking the "Incl. subs" box and then pressing the "Change Rights" button.

View Access

This area will display the names of users, organizations and admins that have access to the category (see
Figure 1.56). It will also display the access they have over the folder. “View only” and “Admin” rights will be
displayed next to each person’s name, but if an individual was given the “User” right, the right will not show up
next the person’s name.

Litwary - 11 My Privete Categary Marage Fokder  Manage sccast Vs Fokder
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Figure 1.56 — View Access

Manage Folder

The Manage Folder link allows the user to move, copy and delete a folder. The folder Admin has the ability to
move and copy the folders, as well as add multiple Administrators to a folder for both “Public” and “Private”
categories within the same organization.
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Move
Only the folder Admin is able to move a folder from one top level to another and/or category.

Select a folder that you have created and click on the “Manage Folder” link (see Figure 1.56).
Highlight the name of the category that will be the new “parent” for the category (see Figure 1.57).
Check the box “Include Sub Categories” to also move all sub folders (optional).

Click on the “Move” button.

o M wDdh e

Click on the “Return” button to return to the Library. The folder is now a sub to the new parent folder (see
Figure 1.58).

G The Admin over the folder cannot “Move” a top level folder to another top level folder within the
same category. The Admin over the folder however, can move the top level folder to a “Sub
Category” of the top level.
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Figure 1.57 — Manage Folder
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Figure 1.58 — Move Folder Confirmation
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Copy

The folder Admin, SAs, and CAs with explicit access have the ability to copy a folder from any level and
category to another.

1. Select the folder to be copied.
2. Click on the “Manage Folder” link (see Figure 1.56).
3. Highlight the name of the category that will be the new “parent” for the category (see Figure 1.57).
4. Check the box labeled, “Include Sub Categories” (optional).
5. Click on the “Copy” button.
6. The folder is now copied to a new parent folder (see Figure 1.59).
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Figure 1.59 — Copied Folder
Delete

The folder Admin, SAs and CAs with explicit access have the ability to delete a folder from any level and
category. Once a category is deleted, all documents within that category are also deleted and may not be
retrieved.

Select the folder to be deleted.
Click on the “Manage Folder” link (see Figure 1.56).
Select the “Delete Folder” button (see Figure 1.57).

Click on the “Delete” button to confirm deletion. Click on the “Do Not Delete” button to cancel the deletion
request and return to the “Manage Folder” area (see Figure 1.60).

AP wDnN PR

5. Delete Confirmation Screen (see Figure 1.61).

& Subfolders must be deleted before the main folder can be deleted.
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Figure 1.60 — Delete Confirmation
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Figure 1.61 — Deletion Completed

View Folder

This link is used to take the user back to the main view of the folder.

Orphaned Content Detected

Orphaned Content will show all administrators (Site Administrators, Community Administrators and
Organizational Administrators) the folders and RCS documents that have no active administrator. The
administrators will be able to assign admin rights over the folders or RCS documents to others or themselves.

Figure 1.62 — Orphaned Content

Orphaned Categories

This tab will show all folders that no longer have administrators (see Figure 1.63).
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Figure 1.63 — Orphaned Categories

Assign New Administrators
1. Click the Orphaned Content Detected link (See Figure 1.63).
2. Click the Orphaned Categories tab.

~

Click on the ®* icon shown under the Action column to assign an administrator.

Follow instructions in the Manage Access section for assigning new administrators.

Once an administrator is assigned rights over a folder or RCS document it will be removed from the
Orphaned Content queue.

Delete Categories
1. Click the Orphaned Content Detected link (See Figure 1.63).
2. Click the Orphaned Categories tab.

3. Click the of icon to delete the folder.

Click on the “Delete” button to confirm deletion. Click on the “Do Not Delete” button to cancel the deletion
request and return to the “Orphaned Categories” area (see Figure 1.64).

5. Delete Confirmation Screen (see Figure 1.65).
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Figure 1.64 — Delete Confirmation

127

© 2005-2011 NC4 INC. ALL RIGHTS RESERVED.
11-10110-010



COMPLETE PORTAL USER GUIDE

Manage Docurmsts  Wanage Ac0est  vVew Aot Wanage Fokder

The folder was successtully delated

J. v vy C e ges U Croste Suttoier o AW ION T Upload Dscument T Bul Upiesd
e e

.

—— B

- Ermiou Yaraies

- (a0 Ducurmget iy

-Amtedy Cancet £.08

- S Qotory

TRCumart Of Farag Sricead

. mywrd s R NVWNURN0 137290 0 of
Dt wmatation By Code ¢

. 2 goeegoet s Race NI U0 2 L i of

1309 Trpuung Sty S0 pgt

Figure 1.65 — Deletion Completed

Orphaned Documents

This tab will show only RCS documents that no longer have administrators (see Figure 1.66).
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Figure 1.66 — Orphaned Documents

Assign New Administrators
1. Click the Orphaned Content Detected link (See Figure 1.66).
2. Click the Orphaned Documents tab.

Click on the ®* icon shown under the Action column to assign an administrator.

Follow instructions in the Manage Access section for assigning new administrators.

Once an administrator is assigned rights over a folder or RCS document it will be removed from the
Orphaned Content queue.

Delete Documents
1. Click the Orphaned Content Detected link (See Figure 1.66).
2. Click the Orphaned Documents tab.

Click the o icon to delete the document.

Click on the “Delete” button to confirm deletion. Click on the “Do Not Delete” button to cancel the deletion
request and return to the “Orphaned Documents” area (see Figure 1.64).

5. Delete Confirmation Screen (see Figure 1.65).
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Folders of Interest

The Folders of Interest tab allows the user to store specific folders in one place so that the user may navigate
quickly to them. By default, users may only pick 10 Folder of Interest. That default can be changed by the
Community Administrator or Site Administrator so that the users will be able to add more folders to the Folders

of Interest queue.

Add to FOI
1. Find the document you wish to add under the Folders of Interest Tab.
Click the @ icon to add the folder or the % icon to remove the folder (see Figure 1.67).

Click on the Folders of Interest tab.
The folder will be displayed and may be removed if needed.
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Figure 1.67 — Folders of Interest

New Documents

This area displays documents that you have not downloaded and have been posted within the last week.
Refer to Section 4 — New Documents for additional information. You are able to search specific documents,
search by first letter (A-Z) of name or description, change the number of results that can be viewed on each
page (max 50) and move ahead/back to view results on other pages.

Search New Documents

1. From the main library screen, to search for new documents, type in the name of the document or select a
letter from the main library (see Figure 1.68).

2. Alist of documents is shown by name, file type, category, owner, upload date, file size, and number of
downloads.

3. Toincrease the number of documents displayed, use the drop down arrow and select the appropriate
number per page.

4. Click on the “Submit” button and the search results are shown.
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Figure 1.68 - New Document Search

Popular Documents

The Popular Documents tab shows the top 10 downloaded documents that user has been given access to and
includes documents from both public and private categories. The documents are in order from the highest to
the lowest downloaded count (see Figure 1.69).
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Figure 1.69 — Popular Documents

Documents of Interest

The Documents of Interest tab allows the user to store specific documents in one place so that the user may
navigate quickly to them. By default, users may only pick 10 Documents of Interest. That default can be
changed by the Community Administrator or Site Administrator so that the users will be able to add more
documents to the Documents of Interest queue.

Add to DOI

1. Find the document you wish to add under the Documents of Interest Tab.
v
2. Click the =* icon under the DOI column to add the document or the Remeve jcon to remove the document
(see Figure 1.70).
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Click on the Documents of Interest tab.
The document will be displayed and may be removed if needed (see Figure 1.71).
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Figure 1.71 — Documents of Interest Tab
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Frequently Asked Questions (FAQS)

1. How do | know what information | can access?

You can only access the library categories that you have been granted specific access. These
categories are listed in your library. To access a document, click on the category name and then the
document name. Refer to section My Documents.

2. 1 have several documents that | want to upload into the library. How do | create a new category?

To create a “Public” category, you need to have Site or Community Administrator rights. Any user can
create a “Private” category to store documents. Refer to section Create New Category.

3. How do | add users to access a category?

To view or edit user access, click on the “Manage Access” or “View Access” link. For detailed steps,
refer to section Manage Access.

4. How do | upload a new document into a category?

You can upload documents into categories that you have been granted access. To upload a document,
click on the category name and click on the “Upload File” link. For detailed instructions, refer to section
Upload Document.

5. What types of files can | upload into the library?
You can upload any type of file.
6. When uploading a document, how can | track user access, for example, editing and viewing the document?

Through the Revision Control System (RCS), you can assign user rights to selected users for document
access. Refer to Revision Control System.

7. 1 want to save a document of my PC. How do | download a document?

You can click on the document name. If you have “Edit” rights, you can click on the “Edit Version” link
to download the document for editing. Refer to View Documents.

8. Once | completed editing a document, | need to upload it into the category. How do | upload it?

From the category, click the “Check Document In” link to place the edited version into the folder. Refer
to Edit Version (RCS documents only).

9. How do | search for a particular document?

There are several options for searching for a document. At the top, left side of the main library screen,
click on the “Search” link, enter in the search criteria, and select the “Search” button. For the other
options, please refer to Search All My Documents.

10. How do | delete a document from the library?

In order to delete a document from the library, you must be the document owner or an Administrator.
Refer to section Delete Documents.

11. Can | upload a document into multiple categories?

In order to upload a document into multiple categories you must be a Content Manager. Refer to
section Copy Document to Other Folders.
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12. Is there a way to access documents and folders more easily than scrolling through the list of all categories?

In order to access documents and folders more easily, you may add those documents to the
Documents of Interest or Folders of Interest. These queues allow you to store specific documents and
folders in one place so that you may navigate quickly to them. Refer to Documents of Interest (DOI) or
Folders of Interest (FOI).
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